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SUMMARY of CHANGE

AR 25-1
Army Knowledge Management and Information Technology

This administrative revision, dated 15 July 2005--

o Adds DA Form 3903 for multi-media/visual information service requests (para
7-4) .

o Corrects typographical errors throughout the publication.

This revision, dated 30 June 2004--

o Supersedes Department of the Army Pamphlet 25-4, Information Systems
Technical Documentation; Department of the Army Pamphlet 25-6, Configuration
Management for Automated Information Systems; and Department of the Army
Pamphlet 25-6-1, Army Acquisition Planning for Information Systems and
rescinds Department of the Army Form 3903, Visual Information (VI) Work

Order.
o Revises the title to add Army Knowledge Management.

o Adds guidance regarding quality of information disseminated to the public
(chap 1) .

o Updates the list of laws, statutes, and Executive orders that the Chief
Information Officer has responsibility to implement; requires the Army Chief
Information Officer to oversee and direct the Network Enterprise Technology
Command/9th Army Signal Command; identifies the Assistant Secretary of the
Army for Acquisition, Logistics and Technology as the Army Systems Architect;
adds responsibility for command, control, communications, computers, and
information technology base operations support responsibility to the
Assistant Chief of Staff for Installation Management through the Installation
Management Agency and removes the command, control, communications,
computers, and information technology base operations responsibility from
major Army commands (chap 2).

o Introduces the role of the Army Chief Information Officer Executive Board;
requires an information technology management forum at the regional and
installation levels patterned similar to the Army CIO Executive Board;
clarifies Chief Information Officer designation and the role of senior
information management officials at levels below Headquarters, Department of
the Army; provides guidance for Chief Information Officer review of
information technology expenditures; requires certification of
interoperability between information systems; introduces the Army
Information Technology Registry; and requires that all systems be webified
and linked to the Army Knowledge Online portal (chap 3).



Introduces Army Knowledge Enterprise Architecture as the infostructure
architecture; Army Battle Command Architecture to support integration with
Joint systems; and Army Business Enterprise Architecture to support the
business domains (chap 4).

Addresses the use of authoritative data sources and use of unique enterprise
identifiers for producing data standards; introduces information exchange
systems specifications; requires use of EXtensible Markup Language
technology as the transfer mechanism for all data exchanges executed between
Web-based solutions (chap 4).

Introduces the Army Web Risk Assessment Cell to assess ongoing security and
threats to public Web sites; requires use of Public Key Infrastructure and
biometrics to protect information; requires establishment of information
assurance programs and information assurance managers (chap 5).

Designates Army Small Computer Program Office as the primary program office
for establishing commercial information technology contracts; expands
telework guidance to include conditions and authorized resources for
telework; reqguires use of enterprise software agreements and enterprise
license agreements for acquiring commercial-off-the-shelf software;
provides guidance on server consolidation; prescribes additional policy on e-
mail use; authorizes limited authorized use of cellular telephones; provides
new policy on the Army Networthiness Certification Program; addresses
disposal of unclassified Department of Defense computer hard drives;
addresses collaboration tools suite standards; expands policy on leasing
Government-owned telecommunications assets; clarifies personal digital
assistant restrictions; requires Secret Internet Protocol Router Network
users to have Army Knowledge Online-SIPRNET accounts and to use their Army
Knowledge Online Web mail address within all Army business processes; adds
policy on network operations and the operation and management of the Army
Enterprise Infostructure; provides further guidance on International
Maritime Satellite communications equipment; names Network Enterprise
Technology Command as the Army’s exclusive agent for Federal
Telecommunications System service contracts and requires Network Enterprise
Technology Command authorization to obtain all base communicationsg services
(chap 6) .

Adds visual information responsibilities for Network Enterprise Technology
Command/9th Army Signal Command; reassigns some duties from major Army
commanders to regional visual information managers; specifies equipment not
to be purchased through the Visual Information Systems Program; clarifies
multimedia productions; and implements Department of Defense Instruction
5040.7, which requires that all visual information multimedia/visual
information productions be reviewed for public exhibition prior to
distribution (chap 7).

Expands the definition of records; clarifies records administrator
responsibilities at the major Army command level; identifies baseline
gservices to be provided by the Installation Management Agency; introduces the
Army Records Information Management System; and clarifies information about
the Vital Records program (chap 8).



Updates references (app A).

Provides the list of telecommunications services authorized for installation
activities (app B).

Adds items to the management control checklist (app C).

Updates acronyms, references, and definition of terms (glossary) .
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revision.

Summary. This regulation establishes
the policies and assigns responsibilities
for information management and informa-
tion technology. It applies to information
technology contained in both business
systems and national security systems (ex-
cept as noted) developed for or purchased
by the Department of Army. It addresses
the management of information as an
Army resource, the technology supporting
information requirements, the resources
supporting information technology, and
Army Knowledge Management as a
means to achieve a knowledge-based
force. The regulation implements Public
Law 104-106, the Clinger-Cohen Act of
1996 (formerly Division E, Information
Technology Management Reform Act,
Defense Authorization Act for 1996), and
establishes the Army’s Chief Information
Officer. The full scope of Chief Informa-
tion Officer responsibilities and manage-
ment processes is delineated throughout

this regulation. These management
processes involve strategic planning, busi-
ness process analysis and improvement,
assessment of proposed systems, resource
management (to include investment strate-
gy), performance measurements, acquisi-
tion, and training.

Applicability. This regulation applies to
the Active Army, the Army National
Guard of the United States/Army National
Guard, and the United States Army Re-
serve unless otherwise stated. Portions of
this regulation, which prescribes specific
prohibitions, are punitive and violations of
these provisions may subject offenders to
nonjudicial or judicial action under the
Uniform Code of Military Justice. During
mobilization, procedures in this publica-
tion can be modified to support policy
changes as necessary.

Proponent and exception authority.
The proponent of this regulation is the
Army Chief Information Officer/G—6. The
proponent has the authority to approve ex-
ceptions or waivers to this regulation that
are consistent with controlling law and
regulations. The proponent may delegate
this approval authority, in writing, to a
division chief within the proponent
agency or a direct reporting unit or field
operating agency of the proponent agency
in the grade of colonel or the civilian
equivalent. Activities may request a
waiver to this regulation by providing jus-
tification that includes a full analysis of
the expected benefits and must include
formal review by the activity’s senior
legal officer. All waiver requests will be
endorsed by the commander or senior
leader of the requesting activity and for-
warded through their higher headquarters

to the policy proponent. Refer to Army
Regulation 25-30 for specific guidance.

Army management control process.
This regulation contains management con-
trol provisions in accordance with Army
Regulation 11-2 and identifies key man-
agement controls that must be evaluated
(see app C).

Supplementation. Supplementation of
this regulation and establishment of com-
mand and local forms are prohibited with-
out prior approval from the Chief
Information Officer/G~6, ATTN:
SAIS-EIG, 107 Army Pentagon, Wash-
ington, DC 20310-0107.

Suggested improvements. Users are
invited to send comments and suggested
improvements on DA Form 2028 (Recom-
mended Changes to Publications and
Blank Forms) directly to the Chief Infor-
mation Officer/G-6, ATTN: SAIS-EIG,
107 Army Pentagon, Washington, DC
20310-0107.

Distribution. This publication is availa-
ble in electronic media only and is in-
tended for command levels B, C, D, and
E for the Active Army, the Army Na-
tional Guard of the United States/Army
National Guard, and the United States
Army Reserve.

*This regulation supersedes AR 25-1, dated 30 June 2004.
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Chapter 1
Introduction

1-1. Purpose

This regulation establishes the policies and assigns responsibilities for the management of information resources and
information technology (IT). It applies to IT contained in command and control (C2) systems, intelligence systems,
business systems, and (except as noted) national security systems developed or purchased by the Department of Army.
It implements the provisions of Public Law (P.L.) 104-106, Clinger—Cohen Act of 1996 (formerly Division E,
Information Technology Management Reform Act, Defense Authorization Act of 1996); the Paperwork Reduction Act
of 1995 (as amended); Department of Defense Directive (DODD) 8000.1; and other related Federal laws and DOD
directives. It addresses the application of knowledge management concepts and systems across the Army, the manage-
ment of information as an Army resource, the technology supporting information requirements, and the resources
supporting command, control, communications, and computers (C4)/IT. This regulation does not apply directly to
information systems acquired under the National Foreign Intelligence Program or for operational support of intelligence
and electronic warfare systems.

1-2. References
Required and related publications and prescribed and referenced forms are listed in appendix A.

1-3. Explanation of abbreviations and terms
Abbreviations and terms used in this publication are explained in the glossary.

1-4. Responsibilities
Responsibilities are listed in chapter 2.

1-5. Recordkeeping requirements

This regulation requires the creation of records to document and support the business processes of the Army. Records
created under the purview of this regulation, regardless of content or format, will be kept in accordance with the
retention schedules found at https://www.arims.army.mil.

1-6. Managing information resources and IT

a. Information resources refers to all resources and activities employed in the acquisition, development, collection,
processing, integration, transmission, dissemination, media replication, distribution, use, retention, storage, retrieval,
maintenance, access, disposal, security, and management of information. Information resources include doctrine, policy,
data, equipment, and software applications and related personnel, services, facilities, and organizations.

b. IT refers to any equipment or interconnected system or subsystem of equipment that is used in the automatic
acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or
reception of voice, image, data, or information by the Federal Government. IT includes computers, ancillary equipment,
software, firmware, and similar procedures, services (including support services), and related resources.

¢. IT embedded in or integral to weapon systems, machines, medical instrumentation, servomechanisms, training
devices, or test and evaluation (T&E) systems, except for those systems with no external interface, are included in the
provisions of this regulation. This regulation supports the precept that information is a strategic defense asset in
peacetime and conflict and that the peacetime information infrastructure must support wartime requirements by
providing information services for rapid deployment and sustainment of armed forces around the world.

d. The management of information resources and IT is applicable to all Army organizations.

e. Information used in decision-making and business processes is Army record material whether stored electronically
or as hard copy and will be scheduled, maintained, and preserved in accordance with Army Regulation (AR) 25-400-2.

1-7. Information as a resource

a. Except where restricted for reasons of national security, privacy, sensitivity, or proprietary rights, information will
be managed as a shared resource and made available to all those authorized access to it to accomplish their mission and
functions. The cost to the Army of collecting, processing, distributing, and storing information makes it impossible to
view information as a free commodity. Requirements for information and the supporting IT will be carefully planned.
IT and related investments will be evaluated in terms of their support of Army enterprise processes and their
corresponding information requirements.

b. Information and the data from which information is derived are broadly categorized as public domain and
nonpublic domain. Public domain data or information is Government-owned and is not personally identifiable,
classified, or otherwise subject to a Freedom of Information Act (FOIA) or Privacy Act exemption or otherwise
considered to be sensitive under AR 25-2. It is either routinely made available to the public or provided upon public
request with or without charge. Public domain Army data may be made available to the public via the Army Home
Page or other authorized Army public Web site. Nonpublic data or information is defined as personally identifiable and
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subject to the Privacy Act, classified according to the National Security Act, subject to a FOIA exemption, or sensitive.
Unclassified FOIA-exempt information or data is nonpublic and designated “For Official Use Only.” Nonpublic
information or data may be shared for official purposes within the Army, subject to any stipulated access and release
restrictions. Nonpublic Army data in this category may be made available to authorized individuals via the Army
Knowledge Online (AKO) portal or other controlled-access (private) Web servers, as required. Requests for nonpublic
data from private individuals/organizations should be coordinated with/referred to the local FOIA/Privacy Act official
for determination of whether or not the data are releasable. Refer to AR 25-55 for further information on the Army
FOIA Program and to AR 340-21 on the Army Privacy Program.

¢. Data files (both paper and electronic) containing attorney—client privileged information generated by Army
attorneys must be protected in accordance with AR 27-26. Attorney—client information is concerned with a client
represented by a military or civilian Army attorney or an attorney contracted to perform services for the Army. IT and
other personnel providing support services to an Army attorney must support the requirement for attorney—client
privileged information to remain confidential and may be required to complete a confidentiality and nondisclosure
agreement.

d. The responsible functional proponents will maintain Army data and ensure that the data are readily accessible to
whoever requires them. This practice promotes efficient use of resources by eliminating duplication, improving
synchronization, and reducing software development costs. It provides system developers with standard Army data to
use, relieving them from the requirement to create data for their particular application.

e. Information and related resources will be managed through centralized Chief Information Officer (CIO) manage-
ment processes and policies. Only approved Army and DOD methods, approaches, models, tools, data, and information
services will be used.

1-8. Army Knowledge Management

Army Knowledge Management (AKM) is the Army’s strategy to transform itself into a net-centric, knowledge-based
force and an integral part of the Army’s transformation to achieve the Future Force. AKM will deliver improved
information access and sharing while providing “infostructure” capabilities across the Army so that warfighters and
business stewards can act quickly and decisively. AKM connects people, knowledge, and technologies.

a. The goals are—

(1) Adopt governance and cultural changes to become a knowledge-based organization. Integrate knowledge man-
agement and best business practices into Army processes to promote the knowledge-based force.

(2) Manage the infostructure as an enterprise to enhance capabilities and efficiencies.

(3) Institutionalize AKO as the enterprise portal to provide universal, secure access for the entire Army.

(4) Harness human capital for the knowledge-based organization.

b. The end result of the AKM strategy is to manage the Army infostructure as an enterprise and to align the Army
with the Global Information Grid (GIG) and the Future Force.

c. As appropriate, Army organizations will develop communities of practice (CoPs) as part of the transformation to
a net-centric, knowledge-based force.

(1) A CoP is a group of people who regularly interact to collectively learn, solve problems, build skills and
competencies, and develop best practices around a shared concern, goal, mission, set of problems, or work practice.

(2) CoPs may also be referred to as structured professional forums, knowledge networks, or collaborative
environments.

(3) All communications within CoPs are subject to applicable professional, ethical, and security guidelines, includ-
ing those in this regulation, AR 25-2, and applicable provisions of DOD 5500.7-R, the Joint Ethics Regulation.

d. The use of AKO and Army Knowledge Online—secret Internet protocol router network (SIPRNET) (AKO-S)
permits maximum sharing of Army information and knowledge resources across the Army enterprise and reduces the
need for investment in duplicative IT resources. Army activities requiring collaborative tools will use those provided on
AKO or as otherwise prescribed by the Department of the Army (DA). (See also para 6-2h.)

e. AKO is the single Army portal for authenticating users to gain access to Army enterprise systems and subportals.
(See also para 6-4n(2).)

/- Active, Reserve, National Guard, civilian, and appropriate contractor personnel will make full use of AKO
resources and capabilities.

g All personnel must become familiar with the AKM strategy and goals. Commanders and activity heads must
develop organizational initiatives to support the strategy and goals. The ability to store and find the right information,
at the right time, and to deliver it to the right customer must be a major focus at all levels of command and especially
with the information management (IM)/IT community of service providers.

1-9. Information transmission economy
Originators of record communications will use the most operationally and cost-effective means of transmission. The
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choice will be made from an analysis of the perishability, classification, and urgency of the content and the availability
of transmission means.

1-10. Use of IT to improve mission efficiency and effectiveness

a. The use of IT facilitates the streamlining of business operations. Improvements in customer support, internal
processes, and supplier relationships are achieved by applying IT to specific business practices. The Army has adopted
a number of commercial best practices under a strategy known as Electronic Army (e-Army). The e-Army approach
emphasizes IT-enabled end-to-end process transformation and the creation of Army-wide enterprise processes in
support of the Future Force. The process transformation is based on a “one network, one portal, one database”
enterprise philosophy. The approach promotes self-service Web-based applications and support for a paperless office
environment. Implementation of e-Army concepts to streamline processes will provide capabilities to save manpower,
reduce redundancy, increase accuracy, speed transmission, increase availability of information, and allow functions to
be performed that would be impractical or impossible without using e-Army methodologies. When appropriate and
cost-effective, e-Army concepts will be used to support Army business processes.

b. Information in an electronically readable format is easily stored, replicated, distributed, shared, and presented in a
manner useful to support Army processes and decision-making. Whenever possible, information will be stored in an
electronically readable format and shared horizontally and vertically with those requiring the information.

¢. Process improvement and the integration of information systems throughout the organization increases efficiency
and results in improved coordination among functional areas and the availability of consistent information. The Army
will work toward total process transformation, implementing integrated, enterprise-wide, multifunctional, end-to-end
services that provide reliable information throughout the enterprise.

d. Retention of information stored in electronically readable format for the prescribed period of time ensures its
availability for use in Army decision-making and business processes.

1-11. User/customer focus and the relationship between the customer and the IT community

a. The IT community provides information capabilities and services to the larger Army and Government communi-
ty. IT capabilities and services are not ends in themselves. Ultimately, they have value only in the support of the
warfighter or to those who provide other forms of support to the warfighter. Because of the strategic role of IT in
support of the Army’s missions, the IT community must maintain focus on the needs of its customers.

b. This customer focus should include awareness of the current user requirements, the quantity and quality of the
support provided, future customer requirements, and emerging IT capabilities. The Army’s employment of IT dictates a
robust relationship between the IT community and its customer, in which both the customer and the service provider
take responsibility for communicating with each other. Each organization’s IT management process must foster a
similar dialogue. Although primary responsibility must be assigned for the various aspects of that process, both parties
must remain actively engaged for it to succeed.

¢. Army customers must be sensitive to the IT community’s need to be involved in seemingly unrelated manage-
ment issues because of potential IT impacts to Army organizations. Customers must also be willing to participate
actively in the support process, especially in the definition of their requirements. The IT community must embrace
accountability to the customer as an essential element of the IT management process. The IT community’s acceptance
of an agreed-upon customer support level must be fully backed with adequate IT staff and human resources in order to
meet the commitment at the supported installation site. Service and accountability to the customer will be incorporated
in the analysis to outsource or consolidate and included in agreements and contracts for IT support capabilities.

1-12. Ensuring quality of information disseminated to the public

a. P.L. 106-554, the Federal Information Quality Act (Section 515, of the Treasury and General Government
Appropriations Act for Fiscal Year 2001), requires Federal agencies to maintain a basic standard of quality (objectivity,
utility, and integrity) and take appropriate steps to incorporate information quality criteria into public information
dissemination practices. (See Army guidance at http://www.army.mil/usapa/epubs/pdf/i25_03_2.pdf as well as DOD
guidance on information quality at http://www.army.mil/CIOG6/references/policy/docs/U01678-03.pdf.) Army organi-
zations will follow standards of quality that are appropriate to the nature and timeliness of the information they
disseminate. Organizations will not disseminate substantive information that does not meet a basic level of quality. An
additional level of quality is warranted in those situations involving influential scientific, financial, or statistical
information, which must be “capable of being substantially reproduced.”

b. Specific types of information that are not subject to this standard are—

(1) Distribution of information that is limited to government employees, Army contractors, or grantees.

(2) Intra- or inter-Army or other Department or Agency use of sharing of government information, including
responses to requests under FOIA, the Privacy Act, the Federal Advisory Committee Act, or other similar laws.
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Chapter 2
Responsibilities

2-1. The Army Chief Information Officer/G-6
The CIO/G-6 will—

a. Serve as principal focal point in Headquarters, Department of the Army (HQDA) for IM matters with Congress,
General Accounting Office, Office of Management and Budget (OMB), other Federal agencies, DOD, Joint Staff (JS),
major Army commands (MACOMs), other military departments, academia, and industry.

b. Provide functional policy and guidance on C4/IT systems and networks.

c. Serve as CIO for the Army. The responsibilities are to—

(1) Serve as principal advisor to the Secretary of the Army (SECARMY) and other Army leadership on all
information systems.

(2) Provide oversight of the Army’s collection of information and control of paperwork, information dissemination,
statistical data, policies and coordination, records management, and FOIA and Privacy Act programs.

(3) Integrate the budget, program management, and acquisition decisions affecting information technologies to
promote Army efficiency and productivity in all of its activities.

(4) Serve as functional proponent for the business/functional process improvement program with a C4/IT impact.

(5) Develop IT management critical tasks and supporting skills and knowledge for Army personnel to facilitate
achievement of the Army mission and goals.

(6) Provide the information technology management (ITM) strategic planning perspective to the Army strategic
planning process, to include alignment of the C4/IT investment strategy with Army strategic vision, goals, and
objectives.

(7) Develop and implement IT performance measurements.

(8) Establish and implement Army-wide IT architecture.

(9) Serve as member of the Federal CIO Council and the Defense CIO Executive Board.

(10) Chair the Army CIO Executive Board.

(11) Provide oversight of the Army Information Assurance Program.

(12) Provide oversight for National Security Systems (NSS) (that is, all systems that have C4/IT requirements and
include such functions as requirements review, prioritization, resource management, and acquisition).

(13) Review, coordinate, and co-certify the Information Technology Budget in conjunction with the Assistant
Secretary of the Army for Financial Management & Comptroller (ASA(FM&C)).

d. Serve as the Army G-6 for information and signal operations, network and communications security, force
structure, equipping, and employing signal forces.

e. Implement the policy and procedures mandated by—

(1) P. L. 105-277 (Title XVII—The Government Paperwork Elimination Act).

(2) Title 15, Section 7001, United States Code (15 USC 7001) (2000), Electronic Signatures in Global and National
Commerce Act (also known as the “E-Sign Act”).

(3) 44 USC, Chapter 35, Coordination of Federal Information Policy (P.L. 104-13, Paperwork Reduction Act of
1995).

(4) 40 USC 1401 (P.L. 100-235, Computer Security Act of 1987).

(5) 47 USC 151, 157, 158, 201, 203, 552, 553, 571-73 (P.L. 104-104, Telecommunication Act of 1996).

(6) P.L. 104-106, Clinger—Cohen Act of 1996 (formerly Division E, Information Technology Management Reform
Act of the Defense Authorization Act of 1996).

(7) P.L. 106-398, Fiscal Year (FY) 2001 National Defense Authorization Act, litle X, Subtitle G (Government
Information Security Reform Act).

(8) P.L. 107-347, E-Government Act of 2002.

(9) Executive Order (EO) 13011, Federal Information Technology.

(10y EO 13103, Computer Software Piracy.

(11) 10 USC 2224 (Annual Information Assurance Report to Congress).

f- Serve as functional proponent for the AKM transformation, Army Enterprise Portals (that is, AKO and AKO-S),
Army Enterprise Architecture (AEA), and the Army Enterprise Infostructure (AEI).

g. Provide oversight and direction for implementation of the policies in—

(1) 44 USC 211, chapters 29, 31, and 33 (P.L. 94-575, Federal Records Management).

(2) 44 USC Chapter 35.

(3) 5 USC 552 (Freedom of Information Act).

(4) 5 USC 552a (Privacy Act of 1974).

(5) P.L. 97-375 (Congressional Reports Elimination Act of 1982).
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h. Provide policy oversight and program direction to the U.S. Army Network Enterprise Technology Command
(NETCOM)/9th Army Signal Command (ASC) as a direct reporting unit (DRU) of the CIO.

i. Support the Assistant Secretary of the Army for Acquisition, Logistics and Technology (ASA(ALT)) (Army
Acquisition Executive) in the acquisition of information systems and on aspects of other major systems, to include
these functions:

(1) Serve as member of the Army Systems Acquisition Review Council or similar committee, as required.

(2) Serve as member of the Office of the Secretary Defense (OSD) IT Overarching Integrated Process Team or
similar committee.

(3) Serve, as required, as a member of the OSD IT Acquisition Board.

(4) Serve as member of the Test Schedule and Review Committee.

(5) Serve as member of the Defense Acquisition Board (DAB) or similar committee.

(6) Interface, as needed, with program executive officers (PEOs) and program managers (PMs) for those systems
that pertain to IT.

(7) Develop and recommend IT acquisition policy to the ASA(ALT).

(8) Serve on the Army Test and Evaluation Managers Advisory Council.

(9) Work Army Acquisition Corps IT issues through the Acquisition Support Center.

J. As the Army Enterprise Architect and Army Technical Architect, integrate Army-wide IT architectures.

k. Lead and manage the Army Net-Centric Data Management Program (ANCDMP) and serve as the Army
Component Data Administrator (CDAd) under the DOD Data Administration Program. (See also paras 4-7 through
4-12.)

/. Manage and execute the e-Army/Electronic Business/Electronic Government Programs, including review, approv-
al, and general oversight of e-Army activities, initiatives, and solutions.

m. Provide oversight and direction for the Army Networthiness Program.

n. Serve as senior authority for telecommunications programs and committees, to include the following:

(1) JS-controlled mobile/transportable telecommunications assets.

(2) The Spectrum Certification Program.

(3) Compatibility and interoperability of tactical command, control, communications, and intefligence (C3I) systems.

(4) T&E for the Joint Tactical Communications Program.

(5) Oversight for tactical switched systems and joint network management.

(6) Voting member of the Military Communications-Electronics Board (MCEB) and participant in MCEB activities.

(7) Member of the Committee on National Security Systems.

(8) Army “lead” for Joint Transformation Communication Program.

o. Serve as senior authority for Army visual information (VI) and manage nontactical VI and multimedia products
per OMB Cir A~130, DODD 5040.2, DOD Instruction (DODI) 5040.4, DODD 5040.5, DODI 5040.6, DODI 5040.7,
and 36 Code of Federal Regulations (36 CFR), as defined in chapter 7 of this regulation.

p. Monitor the operations and structure of the military and civilian personnel management systems to ensure that the
Army’s requirements for qualified IM personnel are addressed and that career development plans, programs, and
objectives are established. Duties include—

(1) Serve as the functional chief for the Information Technology Management Career Program (CP-34).

(2) Serve as the principal coordination point for designated military specialties.

q. As the HQDA proponent responsible for the information systems supporting C4/IT programs—

(1) Serve as the Army focal point for C4/IT system (to include NSS) issues; receive, coordinate, and integrate these
issues; and ensure the integration of systems and development efforts that cross functional and/or technical lines.

(2) Participate and provide representation in Planning, Programming, Budgeting, and Execution (PPBE) process
decision groups; exercise centralized oversight of C4/IT expenditures for all appropriations.

(3) Develop, coordinate, and implement a C4/IT capital planning and investment program.

(4) Ensure C4/IT system conformance to the approved Joint Technical Architecture~Army (JTA-A), Operational
Architecture (OA), Technical Architecture (TA), and Systems Architecture (SA); coordinate and support the priorities
within C4/IT for information system development related activities; and secure adequate resource support.

(5) Promote the application of proven advanced technology techniques, procedures, and methodologies across the
Army’s corporate management processes and their associated information systems.

(6) Provide CIO validation of requirements for warfighting, base operations (BASOPS), administrative processes,
and other mission-related processes associated with an IT impact.

(7) Coordinate resource requirements for C4/IT support activities.

(8) Facilitate adoption of approved standards for information and information system interoperability with joint,
unified, combined, Federal Government, and other Army systems, as required. »

(9) Ensure interoperability among C2 systems and coordinate Army survival, recovery, and reconstitution system
and continuity of operations plans (COOP) support requirements.
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(10) Ensure that essential information services in support of DA COOP are available to alternate sites of HQDA
agencies and MACOMs, major subordinate commands (MSCs), and installations.

(11) In conjunction with the Office of the Deputy Chief of Staff, G—~1 (DCS, G-1), ensure that records management
requirements are included in the life cycle of information systems beginning at the initial milestone.

r. Provide oversight of the planning and programming for the Army Spectrum Management Program.

s. Serve as the appeal authority to receive and resolve appeal requests for ensuring the quality, objectivity, and
integrity of Army information disseminated to the public.

2-2. The NETCOM/9th ASC
The NETCOM/9th ASC, as a direct reporting unit to the CIO/G-6, will—

a. Serve as the single authority assigned to operate, manage, and defend the Army’s infostructure at the enterprise
level.

(1) Manage the “army.mil” and “army.smil.mil” Internet domain and the assignment of subdomains requested by
other Army organizations.

(2) Ensure Army IT systems are designed for survival, recovery, and support reconstitution for COOP support
requirements.

(3) Organize and chair the AEI technical configuration control board.

(4) Operate, manage, and defend the Army Enterprise Portals.

(5) Support server and application consolidation, collaboration tools, best business practices, and Web services at the
enterprise level.

(6) Provide technical support and evaluation to CIO/G-6 during requirements processing.

(7) Provide for the protection of assigned fixed-station communications facilities and the security of Army contrac-
tor telecommunications.

(8) Conduct Army Infostructure Architecture and Systems Design Review.

(9) Manage enterprise-level C4/IT common user services and signal forces.

(10) Exercise technical control (TECHCON) over all organizations that operate and maintain portions of the AEIL

b. Provide a communications service in support of the news media during field exercises, contingencies, and combat
operations when commercial capabilities are not available.

¢. Forward validated or approved telecommunications requirements to Defense Information Systems Agency (DISA)
for coordination and implementation.

d. Operate, sustain, and defend the Army’s portion of the GIG.

e. Exercise TECHCON and configuration management authority for the Army’s networks, systems, and functional
processing centers. Configuration management authority provides the governance guidelines and direction for which all
Army enterprise IT assets are configured.

(1) Exercise operational review/coordination authority for any standard system architecture design or device that
impacts the AEIL

(2) Provide centralized management and TECHCON of C4/IT belonging to or under the purview of regional CIOs
(RCIOs), installation directors of information management (DOIMs), MACOMs, functional activities, and communities
of practice C4/IT.

f Manage the Army Information Assurance Program.

g. Serve as the responsible official for joint network management.

h. Manage, plan, and program for the Army Spectrum Management Program.

i. Serve as functional proponent for Army network operations (NETOPS).

j. Provide operational management of the Army’s Networthiness Program.

k. Manage and provide personnel resources for the NETCOM liaison staff for the Installation Management Agency
(IMA) headquarters and the RCIO staff for the IMA regional directors.

[. Serve as the C4/IT Service Management Program operational authority for the Army in support of the CIO/G-6.

m. Provide a central VI office for the execution of CIO/G-6 VI programs and functions.

n. Provide combat camera (COMCAM) documentation support for theater Army, joint military operations, and
operations other than war, to include developing and maintaining appropriate plans.

0. Operate the Army communications facilities and circuitry as part of the Defense Information Systems Network
(DISN), to include—

(1) Exercising Army review, approval, and/or validation authority over requests for service.

(2) Validating requests for special access requirements to increase survivability and reliability.

p. Formulate Army military telecommunications exchange agreements between the United States and regional
defense organizations or friendly foreign nations and coordinate the procedural details of the agreement with the
commander of the theater of operations concerned.

q. Provide a C4/IT operational engineering force with worldwide deployment capability to provide quick-reaction
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support to plan, integrate, install, operate, and maintain C4 systems from the power projection platform to the tactical
theater of operations.

r. In support of the information requirements of the JS—

(1) Develop and maintain plans,

(2) Provide reports on JS-controlled communications assets as required.

(3) Determine requirements for mobile/transportable communications assets to support assigned missions and
functions.

s. In support of North Atlantic Treaty Organization (NATO) communication requirements for projects involving
interfaces between non-DISN NATO and NATO member telecommunications systems—

(1) Participate in negotiations concerning recognized requirements.

(2) Provide overall U.S. management of system-to-system interfaces, unless otherwise directed by the JS.

(3) To the extent that such projects are consistent with budget appropriations and the Secretary of Defense’s
consolidated guidance, fund validated projects that support U.S., NATO, and NATO-member telecommunications
objectives and approved planned interfaces between non-DISN, NATO, and NATO-member systems.

(4) Operate equipment, facilities, and systems (or services) required supporting U.S., NATO, and NATO-member
communications objectives as assigned.

(5) As appropriate, assist DISA in representing U.S. interests within NATO communications forums.

(6) Ensure Army compliance with DISA telecommunications procedures in accordance with DISA Circular
310-130-1.

t. Execute Army leases of telecommunications services and ensure that such services conform to DOD and National
Communications Systems guidance.

u. Manage the administration of amateur radio operations and the Army Military Affiliate Radio System (MARS)
program, including acquisition, storage, distribution, and accounting for MARS surplus property.

v. Identify and validate unique critical communications circuit requirements considered vital to the Army and submit
them to the JS.

w. Serve as Army responsible official for operating and maintaining designated Defense Red Switch Network,
Army’s portion of Military Satellite Communications (MILSATCOM) for Defense Satellite Communications, Defense
Information Infrastructure (Microwave and Fiber Optic Cable Systems), unclassified but sensitive Internet protocol
router network (NIPRNET) and SIPRNET routers, Defense Messaging System operational requirements, Defense
Switched Network, and operational requirements for combatant command communications teams in support of the
Army.

x. Serve as the focal point for intelligence support to identify and analyze threats to the AEI and its enabling
technologies.

2-3. Principal HQDA officials
Within their respective areas of functional and process proponency, principal HQDA officials will—

a. Serve as HQDA proponent for information requirements within assigned functional area of responsibility.

b. Oversee functional processes within respective business portfolio areas to maximize end-to-end enterprise
processes and reduce redundancy in systems and local processes.

c. Provide, as required, representation to the Army CIO Executive Board and associated working groups and
committees.

d. Analyze their missions and revise their mission-related and administrative work processes, as appropriate, before
making significant IT investments in support of those processes.

e. Participate collectively with other Army stakeholders in the C4/IT capital planning and investment strategy
process. (Refer to para 3-3.)

S Request and defend the information requirement and supporting resources needed for the development, deploy-
ment, operation, security, logistics support, and modification of information systems through the PPBE process.

g. Develop AEA architecture information sets for their respective functional domain areas; act as the integrator for
“system of systems” under their purview; and coordinate with CIO/G~6, as needed, on AEA documentation.

h. Develop, coordinate, and submit to U.S. Army Training and Doctrine Command (TRADOC) the OA data in
¢ support of warfighting capabilities.

i. Use electronic business/government technologies to the maximum extent practicable to promote the goal of a
paper-free (or near paper-free) business environment within the Army.

J. Appoint in writing a records official to manage the internal records of the organization and its subelements. Each
official will act as a point of contact (POC) for recordkeeping requirements of the respective functional area and will
perform duties as prescribed in paragraph 8-2g.

k. Identify functional requirements for the Army Enterprise portals (AKO and AKO-S) and participate, as required,
in AKO Configuration Control Board (CCB) activities.
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2-4. ASA(FM&C)

In addition to duties listed in paragraph 2-3, the ASA(FM&C) is responsible for the review and co-certification of the
CIO/G-6-prepared Information Technology Budget, to include Exhibit 300’s, IT-1, and Exhibit 53, ASA(FM&C), in
concert with the CIO/G-6, will jointly certify Army IT budget submission.

2-5. ASA(ALT)
Responsibilities for the ASA(ALT) are defined in AR 70-1 and in paragraph 2-3. Those ASA(ALT) responsibilities
unique to C4/IT are listed below:

a. Serve as the source selection authority or delegate source selection authority responsibility for acquisition of IT
systems.

b. Direct and review communications, command, control, and intelligence systems; target acquisition systems; and
tactical IT requiring research, development, test, and evaluation (RDT&E) efforts.

¢. Execute the planning, programming, budgeting, and life-cycle management necessary for the research, develop-
ment, and acquisition of tactical information systems required for strategic and tactical programs.

d. Execute the RDT&E and procurement portions of C4/IT programs and budgets.

e. Oversee the C4/IT technology base relative to impacts to the Army Industrial Base.

/- Review C4/IT system readiness for testing during full-scale development.

g Review and approve for acquisition category (ACAT) ID and ACAT IAM programs the Army position at each
decision milestone before the DAB or IT Acquisition Board review. This includes the review and approval of
acquisition program baselines. (See DODI 50002 for further clarification on ACAT programs.)

h. Serve as the milestone decision authority for Army ACAT IC, ACAT IAC, and ACAT II programs.

i. As Executive Architect for SA, validate Army SAs and develop integrated system architectures in accordance with
Army priorities.

J. Act as final decision authority to resolve conflicts among SA profiles.

k. Approve and assign software reuse domains and domain management responsibility based on recommendations
from the CIO/G-6.

2-6. The Office of General Counsel
The Office of General Counsel (OGC) will, in addition to duties listed in paragraph 2-3—
a. Advise on legal issues that arise during information system acquisitions.
b. Advise on legal issues that arise within programs and activities managed by the Army CIO/G-6.

2-7. The Administrative Assistant to the Secretary of the Army
The Administrative Assistant to the Secretary of the Army (AASA) will, in addition to duties listed in paragraph 2-3—

a. Implement the Army Publishing Program (APP), to include—

(1) Establish policy and exercise program management for Army publications and printing, except areas defined in
AR 115-11, which governs Army topography.

(2) Establish policy, procedures, and standards for control, production, issue, storage, and distribution of Army
publications and forms.

(3) Serve as HQDA POC on publishing policy issues with the chairman of the Joint Committee on Printing, the
Public Printer, the Government Printing Office (GPO), the Director of Bureau of Engraving and Printing, and the
Administrator of the General Services Administration (GSA).

(4) Implement modernized processes for the paperless development, storage, and distribution of Army publications.

b. Operate and maintain the U.S. Army Visual Information Directorate (AVID) in support of OSD, JS, Army
activities, other Defense components, and Federal agencies, as required, with AVID managing VI for the internal use
of the HQDA as a MACOM.

c. Serve as the authenticating official for all Departmental publications except policy publications, which are
authenticated by the SECARMY.

d Provide a centralized ready-access online library for customers requiring Army imagery from current operations
and other significant events and stock images to support official missions.

e. Serve as the sole Army organization authorized to execute contracts for productions in their entirety for the Army,
Defense agencies, and other components and Federal agencies, as required.

/- Manage IT for the internal use of HQDA. The AASA is assisted in the execution of the IM function by the
HQDA Information Manager (HQIM). The HQIM performs the role of DOIM for HQDA. The AASA will also—

(1) Ensure that HQDA staff elements accomplish their assigned internal IM/IT responsibilities.

(2) Integrate and act as the functional and process proponent of internal HQDA information requirements common
to more than one HQDA element or agency.

(3) Accomplish all the responsibilities for HQDA as those assigned to the MACOM commanders (see para 2-16).

(4) Provide IM common services to HQDA elements.
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(5) Ensure operational information support to HQDA.

(6) Provide an HQDA perspective to the Army IM/IT strategic planning.

(7) Provide information management officer (IMO) support for the Office of the Secretary of the Army (OSA);
Office of the Chief of Staff, Army (OCSA); and supported activities.

g Supervise and operate the Defense Telecommunication Service—Washington (DTS-W) per DODD 4640.7 and
DODI 5335.1.

h. Serve as the records official for HQDA as a MACOM.

2-8. The Chief of Public Affairs
The Chief of Public Affairs will, in addition to duties listed in paragraph 2-3—
a. Provide general staff supervision and approval for the release of Army VI products to the public.
b. In concert with the ClO/G-6, provide oversight and control of the content on Army public Web sites.

2-9. The Director of the Army Staff
The Director of the Army Staff will accomplish all the C4/IT responsibilities assigned to the principal HQDA officials
for the OCSA (see para 2-3).

2-10. The Deputy Chief of Staff, G—1
The DCS, G-1 will, in addition to the responsibilities in paragraph 2-3—

a. Serve as Archivist of the Army.

b. Serve as the senior Army official for records management and its various subprograms.

¢. Develop and maintain the Army Information Collection required by 44 USC and chapter 8 of this regulation.

d. Promulgate policy and procedures for the records management program and its various subprograms, to include—

(1) Official mail and distribution.

(2) Correspondence management.

(3) Privacy Act and systems notices.

(4) Freedom of Information Act.

(5) Vital records.

(6) Army Records Information Management System (ARIMS).

{7) Record collections.

(8) Management Information Control System.

(9) Army Rulemaking Program.

(10) Terminology, Abbreviations, and Brevity Code Management.

e. Implement declassification requirements in accordance with EO 12958.

/. Advise the SECARMY concerning the destruction of records in legal custody in an Army repository outside the
continental United States (OCONUS) during a state of war between the United States and another nation or when
hostile action (by a foreign power, terrorist agents, or public demonstrators) seems imminent.

g. Serve as the Army’s representative to receive and resolve claims that allege Army information disseminated to
the public does not comply with information quality standards issued by the Office of Management and Budget. (See
also para 1-12.)

2-11. The Deputy Chief of Staff, G-2
The DCS, G-2 will, in addition to duties listed in paragraph 2-3—

a. Provide policy to the CIO/G—6 for the C4/IT activities of the intelligence community and advise the CIO/G-6
accordingly.

b. Represent for the CIO the National Foreign Intelligence Program (NFIP)—funded C4/IT efforts under the Defense
Agency NFIP Program Manager’s programs and other Intelligence CIO programs. Major C4/IT NFIP/intelligence
program concerns will be brought to the CIO’s attention.

¢. Provide staff supervision for counter-intelligence, information systems security monitoring, and counter-HUMINT
(human intelligence) activities in support of Army information assurance (IA) efforts.

d. Provide functional oversight and management for Army-managed DOD Intelligence IT purchases, systems, and
leases.

e. Serve as staff proponent for sensitive compartmented information (SCI) IA policy and procedures pertaining to
information systems processing intelligence information.

/- Develop and implement policy and procedures for security certification and accreditation for information systems
processing intelligence data.

g. Provide oversight for NFIP or other intelligence program intelligence systems.
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2-12. The Deputy Chief of Staff, G-3
The DCS, G-3 will, in addition to duties listed in paragraph 2-3—
a. Exercise proponency for C2.
b. Ensure that Army-wide C4/IT priorities are supportive of overall Army-wide priorities.
c. Provide a full-time C2 facility for HQDA.
d. Determine requirements for operational information at HQDA.
e. Establish priorities for developing and acquiring materiel and force structure in support of C4/IT programs.
/. Functionally integrate all major Army C4/IT requirements.
g Develop and approve the strategic and theater/tactical information requirements for strategic C2 programs.
h. Ensure that tactical VI COMCAM documentation support is included in Army operational planning documents
for contingencies, emergencies, training exercises, and other peacetime engagements.
i. Ensure that support is included in Army operational planning documents for the collection and transfer of records
created by deployed units in contingency operations per AR 25-400-2.

2-13. The Deputy Chief of Staff, G-8
The DCS, G-8, in addition to the responsibilities in paragraph 2-3, will serve as the approval authority for changes to
the base case system in the Intra-Army Interoperability Certification (IAIC) process.

2-14. Assistant Chief of Staff for Installation Management
The Assistant Chief of Staff for Installation Management (ACSIM) will, in addition to duties listed in paragraph 2-3—
a. Provide base operations support (BOS) services, including daily IT support requirements, to installation tenants
through the IMA.
b. Integrate the NETCOM/9th ASC-developed list of C4/IT services into the Army baseline services.
c. Plan and program IT resources to support the installation BOS C4/IT requirements.
d. Provide HQDA oversight of the U.S. Army Community and Family Support Center (CFSC), which serves as the
proponent and focal point for matters concerning Army morale, welfare, and recreation (MWR) information systems.

2-15. The Judge Advocate General
The Judge Advocate General (TJAG) will, in addition to duties listed in paragraph 2-3—

a. Provide C4/IT-related combat and materiel development plans and data supporting military legal operations to
Army organizations.

b. Provide legal technology support for rapid, responsive, and continuous provision of military justice, claims, legal
assistance, international and operational law, and other legal support to the warfighter/commander and staff, across the
full spectrum of military engagement.

2-186. MACOM commanders
For the internal IM/IT responsibilities of their commands, MACOM commanders will—

a. Establish a senior IM official (for example, CIO, Deputy Chief of Staff for Information Management, or
equivalent) responsible for implementing the command’s IM/IT program. MACOM senior IM officials will directly
supervise the IM staff, related programs, and activities.

b. Provide, as required, representation to the Army CIO Executive Board and associated working groups and
committees.

c. Identify the MACOM’s C4/IT requirements and ensure that mission requirements are validated, coordinated, and
integrated per AR 71-9. BOS C4/IT requirements will be documented per AR 70—1 and forwarded via the respective
DOIM.

d. Manage the MACOM mission-related IM requirements throughout their life cycle, including those requirements
for subordinate organizations located on other installations for C4/IT requirements not included as part of established
BASOPS support.

e. Obtain resources to support information requirements through the PPBE process.

/- Fund MACOM-unique IT requirements in support of mission and business, including long-haul communications,
information assurance, and other C4/IT requirements not identified as part of BASOPS support.

g. Coordinate IT plans, programs, and requirements with appropriate information assurance managers per AR 25-2.

h. Assess all assigned programs prior to their milestone reviews and recommend programs to be continued,
modified, or terminated as part of the milestone reviews for milestones A, B, and C.

i. Obtain certificates of networthiness and certificates to operate for MACOM-unique C4/IT systems.

J. Develop AEA architectures for respective command functions and act as the integrator for “system of systems”
under their purview. Coordinate with CIO/G-6 as required.

k. Ensure JTA—-A compliance for designated systems.

[, Implement the ANCDMP as guided by the Army CDAd. (See chap 4 for policy on data administration.)
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m. Analyze and revise their mission-related and administrative work processes, as appropriate, before making
significant IT investments in support of those processes.

n. Appoint a command records administrator to oversee the Records Management Program throughout the
command.

o. Ensure that written contingency plans providing for effective withdrawal or destruction of records in hostile or
unstable conditions are prepared by all commands and other elements in overseas areas not under the jurisdiction of a
major overseas commander.

p. Conduct command-wide evaluations of records management programs relating to the adequacy of documentation,
maintenance, use, and disposition of records every 3 years.

g. Identify information systems and communication systems functional requirements for Army military construction
(MILCON) projects involving respective MACOM missions.

r. Promote a paper-free business environment in the Army through optimum use of electronic business/electronic
government technologies.

s. Administer the MACOM-level IT performance measurements.

2-17. Commanding General, U.S. Army Training and Doctrine Command
The Commanding General (CG), TRADOC will, in addition to the duties listed in paragraph 2-16—

a. Formulate IM/IT doctrine for the Army.

b. Serve as the Army Operational Architect. (See also para 4-3.)

c. Ensure that IT solutions for warfighting requirements include an integrated user training program, simulator, or
simulations development plan, as appropriate.

d. Provide electromagnetic spectrum impact consideration in the formulation of Army C4/C3 countermeasures
concepts and doctrine.

e. Incorporate records management training in functional and MOS-producing courses.

/- Ensure that the IT support for accession and recruiting missions reflects an enterprise approach.

2-18. Commanding General, U.S. Army Materiel Command
The CG, U.S. Army Materiel Command (AMC) will, in addition to the duties listed in paragraph 2-16—

a. Provide functional support to the C4/IT PEOs and PMs as designated by the Army Acquisition Executive (AAE).

b. Assist in the preparation, maintenance, and promulgation of the AEA.

c¢. Establish and maintain configuration management of the C4/IT materiel component systems based on top-level,
functional, and subsystem and interface specifications.

d. Ensure that C4/IT materiel testing, acquisition, and support comply with joint, NATO, and American, British,
Canadian, Australian (ABCA) (Quadripartite) armies’ rationalization, standardization, and interoperability agreements
and Federal and international standards.

e. Prepare, maintain, and promulgate to the C4/IT materiel developers the requirements and the systems materiel
integration and interoperability plan.

/- Validate information systems technical requirements and associated cost estimates for all Army MILCON projects,
except for those projects specifically designated to U.S. Army Forces Command (FORSCOM).

g. Develop and acquire technical and support solutions for information systems for which AMC is the assigned
materiel developer.

h. Plan, program, and conduct new equipment training for assigned systems and recommend required training to
TRADOC, U.S. Army Medical Command (MEDCOM), TJAG, and the Chaplain Corps for inclusion in their Army
schools programs.

i Act as the systems engineer, technical integrator, and materiel developer for assigned information systems.

j. Coordinate C4/IT systems designs with TRADOC.

k. Provide input and trade-off analysis to TRADOC as required for developing the warfighting Operational View
(OV).

[ Perform system engineering for the combat service support battlefield functional area of the command, control,
and subordinate systems (CCS2).

m. Develop technical specifications and acquisition requirements packages for standard (indefinite delivery/indefinite
quantity) contracts for acquisition of commonly used IT assets, except for VI assets.

n. Develop the Army logistics systems’ integrated business processes.

2-19. Commanding General, U.S. Army Forces Command
The CG, FORSCOM will, in addition to the duties listed in paragraph 2-16—

a. Exercise operational control over NETCOM/9th ASC for tactical continental United States (CONUS) force
provisioning.

b. Designate a COMCAM planner to develop and maintain operation plans.
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¢. Coordinate for COMCAM for current operations and training exercises.

2-20. Commanding General, United States Army Special Operations Command
The CG, U.S. Army Special Operations Command (USASOC) will, in addition to the duties listed in paragraph 2-16—
a. Comply with United States Special Operations Command (USSOCOM) direction for management of information
resources within the Special Operations Forces (SOF) Information Enterprise (SIE), as an Army Component Command
under the operational control (OPCON) of USSOCOM.
b. Comply with USSOCOM direction for operational, administrative, and technical control of IT resources funded,
developed, and/or procured through Major Force Program 11 funds.

2-21. Commanding General, U.S. Army Intelligence and Security Command
The CG, U.S. Army Intelligence and Security Command (INSCOM) will, in addition to the duties listed in paragraph
2-16—

a. Provide C4/IT related combat and. materiel development requirements and update data input for supporting
intelligence, electronic warfare, and security operations to TRADOC, AMC, and FORSCOM.

b. Operate the U.S. Army Cryptologic Records Center, the repository for all permanent cryptologic records.

¢. Operate the U.S. Army Investigative Records Repository to support intelligence and counterintelligence activities
or other Army intelligence programs.

d. Manage and execute NFIP and intelligence program-funded intelligence systems maintained by the command.

e. Provide functional support to the C4/IT PEOs and PMs as designated by the AAE.

f- Coordinate C4/IT systems designs of proponent systems with TRADOC.

g Serve as the Army’s primary interface to the national intelligence community for intelligence related to computer
network operations.

h. Provide relevant information and intelligence to the CG, NETCOM/9th ASC (in his or her capacity as the Deputy
Commander Army Forces-Computer Network Defense) to defend the Army portion of the GIG.

2-22. The Army Surgeon General/lCommanding General, U.S. Army Medical Command
The Army Surgeon General/CG, MEDCOM will, in addition to the duties listed in paragraph 2-16—

a. Provide C4/IT-related combat and materiel development plans and data supporting military medical operations to
TRADOC, AMC, and FORSCOM as required.

b. Provide medical COMCAM documentation support by ensuring applicability to internal command operational
plans and rapid response to wartime, contingencies, joint exercises, and natural disasters.

c¢. Ensure compliance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) for the
protection of health information, to include specific security measures required to support HIPAA standards.

2-23. Commanding General, United States Army Corps of Engineers
The CG, United States Army Corps of Engineers (USACE) will, in addition to the duties listed in paragraph 2-16—
a. Implement an IT architecture incorporating all engineering functions that require interface between the Civil
Works Program, the Army MILCON program/implementation, and management of common assets.
b. Coordinate the documentation of data standards for military and Civil Works data elements.
¢. Coordinate planning, designs, and contract negotiations of the technical and functional requirements of informa-
tion systems and communications systems for all Army MILCON projects.

2-24, Commanders of the Army Component combatant commands
These commanders will—

a. Develop combat and materiel development plans for C4/IT elements within their command and provide the plans
to TRADOC, AMC, and FORSCOM as required.

b. Provide data pertaining to all C4/IT functional specifications and relevant materiel development systems and
programs to TRADOC as required.

¢. Coordinate with TRADOC, AMC, and FORSCOM on matters pertaining to C4/IT combat and materiel
developments.

d. Maintain POCs with staff elements that recommend to TRADOC, AMC, FORSCOM, INSCOM, or MEDCOM
new or improved C4/IT-related doctrine, force structure, training, and materiel.

e. Develop requirement documents and OV input, as needed, to support the respective organization’s C2 plans and
forward them to TRADOC.

/. Integrate tactical VI (COMCAM) requirements and activities into operational plans per Joint Operations Planning
System, Volume I and IV. Manage satellite communications (SATCOM) assets assigned in support of ground mobile
forces.
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g. Integrate records management support into operational plans for the collection and transfer of records created by
deployed units in contingency operations per AR 25-400-2.

2-25. Commanding General, U.S. Army Reserve Command and the Chief, National Guard Bureau
The Commanding General, Army Reserve Command, and the Chief, National Guard Bureau have the same responsibil-
ities as specified in paragraphs 2-14a and ¢ and 2-16.

2-26. Commanders or directors of MSCs, field operating agencies, DRUs, separately authorized
activities, tenant, and satellite organizations
Commanders or directors of MSCs, field operating agencies (FOAs), DRUs, separately authorized activities, tenant,
and satellite organizations will, based on guidance of their parent organization, accomplish the same IM responsibilities
as their parent organization commensurate with their mission, size, responsibilities, and location.

a. Commanders of subordinate organizations will designate a senior IM official who will have staff responsibility
for the supported organization equivalent to the senior IM official at MACOM level.

b. FOAs and other organizations will, as a minimum—

(1) Establish/appoint an IM office/officer to plan and/or supervise the execution of IM.

(2) Coordinate with the installation DOIM for BOS C4/IT common services.

(3) Designate in writing a subordinate organization records administrator who will perform duties as described in
paragraph 8-2g.

2-27. State Area Command, U.S. Army Reserve Command, or comparable-level community
commanders
State Area Command (STARC), U.S. Army Reserve Command, or comparable-level community commanders will—

a. Establish and maintain a DOIM who has the responsibility to implement the organizational IM program. The
DOIM will—

(1) Perform voice and data network management functions for the installation or assigned geographical boundary, to
include installation, operations and maintenance, and configuration management of common user component devices.

(2) Determine procedures for enforcing Technical View (TV) (architecture) compliance on a single installation or
assigned geographical area.

(3) Design or acquire systems within constraints of the AEA.

(4) Appoint a frequency manager to coordinate, plan, program, manage, and supervise frequency management
responsibilities.

(5) Provide oversight and management for the installation’s participation in the Army Base-Level IT Metrics
Program.

(6) Perform IA functions per AR 25-2.

(7) Perform functions as the single authority to validate the purchase of IT items on the installation.

b. Appoint a records manager responsible for the records management program.

¢. Appoint a single installation VI manager.

d. Provide nontactical VI documentation support within VI activity capabilities and request additional support
through the RCIO VI manager when local capabilities cannot meet requirements.

e. Coordinate with installation DOIM when moving to an Active Army installation.

2-28. Program, project, and product managers and IT materiel developers
Program, project, and product managers (PMs) and IT materiel developers will—

a. Implement applicable AEA guidance as related to their assigned program. The PM will—

(1) Develop architectures and architecture products for assigned systems under their purview.

(2) Design or acquire systems within constraints of the AEA.

(3) Coordinate AEA architectures (TV, OV, and System View (SV)) for their systems with the PEO and manage-
ment official of gaining commands and installations.

(4) Coordinate their systems architectures with MACOMs, RCIOs, and DOIMs prior to fielding systems.

b. Coordinate fielding plans for their systems with senior IM officials of gaining commands and installations to
ensure compatibility with existing systems and IT support structure. .

c. Ensure that all fielded systems are logistically supportable during the life cycle of the system and follow
Integrated Logistics Support (ILS) responsibilities per AR 700-127.

d. Ensure that records management requirements are included in systems throughout their life cycle.

e. Develop and prepare Exhibit 300 Business Case(s) for systems as applicable for submission with the I'T budget.

/. Submit for approval any intended initiatives or expenditures over $1 million (before obligation) to the Under
Secretary of Defense Business Moderation and System Integration Office.
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g Ensure compliance with the Army’s Networthiness Program for all PM-developed C4/IT systems.

2-29. PEOs and direct-reporting PMs
PEOs and direct-reporting PMs will—

a. Develop AEA architectures (OV, TV, and SV) and act as the integrator for system of systems under their purview
and coordinate with CIO/G-6.

b. Develop and coordinate architecture data as input to AEA.

c. Ensure that all fielded systems are logistically supportable during the life cycle of the system and follow ILS
responsibilities per AR 700-127.

d. Develop and prepare Exhibit 300 Business Case(s) for systems as applicable for submission with the IT budget.

e. Submit for approval any intended initiatives or expenditures over $1 million (before obligation) to the Under
Secretary of Defense Business Moderation and System Integration Office.

/- Ensure records management requirements are included in systems throughout their life cycle. Ensure compliance
with the Army’s Networthiness Programs for all PM-developed C4/IT systems.

Chapter 3
CIO Management

3-1. General

The Clinger—Cohen Act of 1996 (P.L. 104-106) established the position of CIO in executive agencies. CIO manage-
ment focuses on those policies, processes, and organizational responsibilities necessary to accomplish the information
resources management (IRM) missions defined as primary in governing legislation and other guidance. Such responsi-
bilities include strategic planning, business process analysis and improvement, IT architecture, resource management
(to include capital planning and investment strategy), performance measurements, IT acquisition, and IT workforce.
This chapter covers the required participation of HQDA, MACOMs, regions, installations, and other Army activities in
executing the IRM processes and assisting the CIO. All statements regarding the CIO refer to the Army-level CIO
unless otherwise indicated.

a. The CIO/G-6 is the only federally mandated CIO in the Army.

b. A CIO’s primary responsibility is IRM. Governing legislation cited in paragraph 2-1 directs improved manage-
ment of agency information resources. The CIO provides advice to the SECARMY and other senior management
personnel to ensure that IT is acquired and information resources are managed, consistent with established investment
decisions and priorities. The full spectrum of CIO responsibilities (including IM/IT and NSS) is delineated throughout
this regulation.

c¢. This chapter details the CIO’s primary responsibilities and applicable policy. Other CIO responsibilities and
policy are delineated in other chapters throughout this regulation. In addition to CIO responsibilities in the Clin-
ger—Cohen Act, the SECARMY directed other duties. These include validating warfighting requirements and undertak-
ing the resourcing and prioritization of individual IT programs in coordination with the DCS, G-3 and subject to the
oversight, review, and approval of the ASA(FM&C).

d. The CIO process will not routinely address IT systems that are funded under the NFIP or other intelligence
programs. The DCS, G-2 will represent Army NFIP-funded C4/IT under the DOD and NFIP program manager’s
programs. The DCS, G-2 will bring any C4/IT-related NFIP concerns to the CIO’s attention.

e. The Army CIO Executive Board plays a key role in the management and execution of CIO missions. It is the
primary vehicle for identifying and resolving enterprise-level CIO issues. Standing and ad hoc committees and working
groups may also be established by the CIO or the board to conduct analyses, research, or accomplish a given task.
These groups will report recommendations/findings directly to the board.

J- RCIOs/DOIMs will establish forums similar to the Army CIO Executive Board (for example, councils, boards,
and so on) for the purpose of developing and implementing C4/IT processes, requirements, acquisitions, and funding
decisions. The forums will involve primary customers and command and staff elements at the appropriate levels.

3-2. Information management organizations below HQDA

a. Subordinate organizations below HQODA. Subordinate organizations below HQDA, except as indicated below,
may at their discretion designate the senior IM official as a “Chief Information Office” and establish supporting offices
within their organization. Regardless of designation, all IM organizations will comply with the governing legislation;
Federal, DOD, and SECARMY guidance; and the appropriate responsibilities delineated in chapter 2 and elsewhere in
this regulation.

b. Regional CIOs (RCIOs). Every region under the IMA will have an RCIO. The director/commander of the
NETCOM/9th ASC regional unit is “dual-hatted” as the RCIO of the respective IMA regional director. In addition,
specific non-IMA entities (for example, the United States Army Reserve Command, Army National Guard (ARNG),
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INSCOM, MEDCOM, USACE, CFSC) constitute virtual regions and will have a “virtual” RCIO. The RCIO duties
include the following:

(1) Implement and enforce IM/IT policies, standards, architectures, programs, plans, and budgets for common-user
concerns within their assigned regions.

(2) Monitor shared and common-user IT systems within their region and provide technical control and oversight
over DOIM-provided IT services.

(3) Develop and implement regional IM/IT procedures, as needed, to provide required guidance and direction to
respective installations.

(4) Identify and consolidate regional IM/IT requirements. RCIOs will ensure that these requirements are validated,
coordinated, and integrated per AR 70-1 and applicable interim guidance.

(5) Facilitate military IT support to civil authorities for Homeland Defense—related activities.

(6) Ensure that written contingency plans providing for effective withdrawal or destruction of records in hostile or
unstable conditions are prepared by all installations, to include any element in an overseas area not under the
jurisdiction of a major overseas commander.

(7) Develop architectures for respective Army installations.

(8) Appoint records managers and official mail managers for regional and installation levels.

(9) Designate regional VI managers. (See also para 7-4.)

(10) Maintain a uniform set of IT performance metrics for the regions.

(11) Provide required information assurance support and oversight to DOIMs within their assigned region.

¢. MACOMs. Every MACOM will have a senior IM official as a principal staff officer with CIO-like duties. The
duties pertain to IT support of MACOM functions and exclude BASOPS support, except for the development of
BASOPS requirements. (See para 2-16 for a detailed list of responsibilities.)

d. Major subordinate commands. MSCs may establish an equivalent IM official with the same staff responsibilities
as a MACOM senior IM official. (See para 2-26 for more specific information.)

e. Installations. The installation information manager is designated the DOIM. There will be only one DOIM at an
installation designated by the IMA garrison commander. The installation DOIM will be the focal point for providing IT
support (to include long-haul, base communications (BASECOM) services and information assurance) and the single
authority to validate purchase of information resources on the installation including all tenant organizations/activities.

(1) Other activities on an installation will not establish a DOIM but may have an IMO or other personnel to
coordinate internal IT services with the DOIM. Where no post, camp, or station installation configuration exists, the
host command or activity will coordinate with the respective RCIO to identify a DOIM to provide IT support.

(2) The STARC is equivalent to an installation. (See para 2-27 for more information.)

f. Other. Tenant and satellite organizations, separately authorized activities, Government-owned/contractor-operated
facilities, regional support activities, U.S. Army Reserve regional readiness commands, FOAs, and major staff entities
will designate an IMO. The IMO will identify their organization’s information requirements to the supporting DOIM.
These organizations will coordinate with the DOIM and respective RCIO as required for support agreements.

3-3. IM/IT resource management
The CIO/G-6 will review, prioritize, and support resourcing for C4/IT requirements for Army enterprise solutions
during the planning, programming, budgeting, and execution processes.

a. Planning.

(1) Strategic planning. Strategic planning is conducted at many levels. National Military Strategy is derived from
the National Security Strategy. The DOD Defense Planning Guidance translates National Military Strategy for the
military departments and Defense agencies to develop their own strategic plans. The Army’s strategic plan is The
Army Plan (TAP). On a more near-term basis, the ASA(ALT) and the DCS, G-3 publish the Army Modernization Plan
(AMP), which provides specific information on and direction for battlefield and supporting systems. C4/IT moderniza-
tion plans are in the AMP annexes.

(2) HODA C4/IT strategic planning. The broadest strategic C4/IT perspective for the Army is in the AKM Strategic
Plan and associated implementation documents. The Army Vision, the Army Transformation Vision, and AKM
planning documents form the basis for the future direction of C4/IT.

(3) Other C4/IT strategic planning. Using the guidance from HQDA strategic plans, MACOMs, RCIOs, and HQDA
proponents will develop their own strategic plans appropriate to their respective missions. MACOM/RCIO C4/1T
strategic plans will be used for internal planning and execution and will not be submitted to HQDA except when
specifically requested by the CIO or other HQDA principal. These plans will form the basis for applicable resource
requests to HQDA. C4/IT strategic plans should include, at a minimum, the organizational vision, core missions, goals,
and priorities. These plans describe how the vision and goals support the Army strategic vision, missions, and goals;
any architectural and webification developments; and how these and other existing or ongoing efforts conform to the
AEA. They will also include any new business process improvement efforts that may result in an IT investment,
performance measurements in conjunction with organizational processes, and new systems partnerships with other
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organizations. The organization’s investment strategy, server consolidation, acquisition strategy, and information assur-
ance prerequisites are other areas for consideration. C4/IT planning guidance at subordinate organizations (below
MACOM/RCIO level) is at the direction of the respective MACOM senior IM official, RCIO, or HQDA functional
proponent, as applicable.

b. C4/IT capital planning and investment strategy. Capital planning provides the link between C4/IT investment and
mission outcomes as required by the Clinger—Cohen Act of 1996. C4/IT capital planning is an integrated management
process focused on achieving a desired business or mission outcome through the continuous selection, control, and life-
cycle management of IT investments. The goals of capital planning are twofold: first, to make the best use of available
funds to achieve strategic goals and objectives, and second, to manage a portfolio of capital assets to achieve
performance goals with the lowest life-cycle cost and the least risk.

(1) The CIO/G-6 is responsible for the development and coordination of the C4/IT Investment Strategy Plan. The
CIO/G-6 Resource Integration Directorate (SAIS-ZR) is responsible for managing the C4/IT Capital Planning and
Investment Management (CPIM) process.

(2) The CPIM process includes selecting the C4/IT investments and establishing their priorities throughout the
PPBE process and acquisition processes. The process addresses capability gaps, investment risks, and IT interdepen-
dencies across multiple areas of IT investments. The CPIM process and the resulting C4/IT investment strategy is used
to determine the selection of C4/IT investments and whether to continue, modify, or terminate a C4/IT program or
project in accordance with the Clinger—Cohen Act.

(3) The CIO’s investment strategy—together with other acquisition documents, such as the acquisition strategy and
program baselines—forms the basis for the Army’s C4/IT Capital Plan. The investment strategy uses a performance-
based methodology and incorporates enterprise-wide performance measures as key criteria. The approved strategy
produces the prioritized list of C4/IT investments to be used to support decision-making during the PPBE process and
acquisition processes, to include planning, execution, and reallocation purposes.

(4) All C4/IT expenditures (centralized and noncentralized programs), irrespective of appropriation or dollar thresh-
old, will be included in this annual program review process. Participants include, as a minimum, representatives from
HQDA staff elements, United States Army Reserve (USAR) and ARNG, IMA regions, MACOMs, DRUs, and
installations. (See para 3-5 concerning the required review of nonwarfighting IT.)

(5) MACOM senior IM officials/RCIOs/HQDA proponents should also develop an IT investment strategy to assist
in prioritization and funding decisions.

c. Programming.

(1) CIO representatives at the colonel/GS—15 level will participate as members in program evaluation group (PEG)
meetings. These representatives will advise the PEG members on the C4/IT investment strategy, technical implications,
architectural compliance requirements, and other factors used in the PEG decision-making process. CIO representatives
will participate in all PEG program decisions with C4/IT issues, such as funding (bills, billpayers, and movement of
dollars) and affected Management Decision Evaluation Package (MDEP) changes. The CIO serves as tri-chair with
DCS, G-8 and ASA(ALT) for C4/IT programs.

(2) The CIO PEG representatives will ensure that each new and revised program objective memorandum (POM) and
unfunded requirement (UFR) submission for an IT system (costing $2 million or more in a fiscal year, or $30 million
or more total life cycle) contains a statement on accomplishing process analysis and that an analysis of alternatives (a
business case) was conducted before initiating an investment. A summary of the process analysis and the analysis of
alternatives will be provided in each MDEP brief to their respective PEGs, in concert with the Exhibit 300 report (per
OMB Circular A-11).

(3) The CIO will issue an annual guidance memorandum in order to identify the key investment C4/IT capabilities
that the Army will strategically invest in with their next FY dollars. Those selective issues that cannot be funded within
a single PEG’s resources may be taken to the next level of the PPBE process.

d. Reporting of capital and other IT expenditures. The CIO will prepare and submit the IT budget on IT investments
as part of the POM/budget estimate submission and the President’s budget submission. Specific instructions are
published in the Resource Formulation Guidance (available on the Data Analysis Query System on the ASA(FM&C)
Web site: http://www.asafm.army.mil). See also DOD 7000.14-R, Vol. 2B, chapter 18.

e. Execution of C4/IT investments.

(1) HQDA proponents and MACOMs will execute their FY C4/IT budgets by selecting one of the following
alternatives:

(a) Follow POM guidance and spend the programmed funds in the intended investments as validated by the PEG.

(b) Submit UFRs to the Army Budget Office in the form of input to the funding letter process.

(¢) Submit a request for a CIO waiver for all IT expenditures using non-IT programmed funds that exceed the dollar
thresholds as published in the annual resource guidance. Non-IT programmed dollars will not be spent on IT
requirements without a CIO waiver.

(2) The third alternative assists the Army in ensuring that the HQDA proponents and MACOMs will curtail IT
investments unless they have IT-programmed funds or a waiver from the Army CIO.
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(3) HQDA proponents, MACOMs, and PEOs will not obligate dollars against existing IT requirements using non-IT
programmed funds within the year of execution without CIO approval.

(4) Senior IM officials and HQDA proponents will monitor IT expenditures to comply with the conditions listed
above. Additionally, IM officials and functional proponents will participate in the Army Knowledge Online Configura-
tion Control Board as necessary to identify their requirements for AKO.

3-4. Process analysis and business/functional process improvement

a. Per the Clinger—Cohen Act, IT investments must provide measurable improvements in mission performance. Prior
to making an IT investment and initiating any process analysis or improvement, the following questions must be
addressed:

(1) Does the process support core/priority mission functions?

(2) Can the process be eliminated?

(3) Can the process be accomplished more effectively, efficiently, and at less cost by another source (for example,
another MACOM, Defense, or Federal organization or the private sector)?

b. For purposes of this regulation, process improvement encompasses such areas as business/functional process
improvement, process innovation, and business process re-engineering (BPR). Process improvement is an approach for
analyzing and revising processes. The objective is to optimize process performance by streamlining procedures,
eliminating redundant or unnecessary tasks, and optimizing resource allocations. Process analyses and improvements
will not be initiated with a predetermined goal of a materiel solution.

c. All Army organizations at the installation level and above must analyze their missions and revise their mission-
related and administrative work processes, as appropriate, before making significant IT investments in support of those
processes (Clinger—-Cohen Act). At a minimum, process owners are accountable for ensuring process analysis and
revision, as appropriate, for any IT investment of $2 million or more in a FY, or $30 million or more total life-cycle
cost. Additionally, any process will be assessed as mission needs change. Process analysis and appropriate revisions
will be periodically performed for mission and performance effectiveness.

d. An improved process will include, but is not limited to, any or all of the following actions:

(1) Realigning processes with changed missions.

(2) Adjusting processes in response to changed resources.

(3) Improving customer service.

(4) Reducing cycle time.

(5) Eliminating non-value-added activities.

(6) Streamlining high-cost activities.

(7) Increasing product quality.

(8) Lowering costs of providing services.

(9) Adapting to changing technology and information systems.

(10) Integrating duplicative information across processes.

(11) Creating an integrated environment to promote enterprise-wide knowledge sharing.

e. The process owner will determine the level of detail required for analyzing a process; at a minimum, the
following must be accomplished:

(1) Validate the organization’s mission, goals, and objectives as it relates to the process.

(2) Establish a vision of the improved process (the objective state).

(3) Consider using existing process models, recommended process changes, and implementation plans, if available.

(4) Document the current process and describe its deficiencies. If no current process exists, describe the situation
causing the deficiency.

(5) Document the envisioned revised process.

(6) Benchmark best practices and adopt, as appropriate.

J- Process analysis and improvements for warfighting requirements will be documented using the doctrine, organiza-
tion, training, materiel, and leadership, personnel, and/or facilities (DOTMLPF) analysis. (See AR 71-9 and the
Chairman, Joint Chiefs of Staff Instruction (CJCSI) 3170.01D for further information on the requirements generation
process.) Process analysis and revision via the DOTMLPF method will be accomplished before submitting an initial
capabilities document. Process analysis for nonwarfighting IT requirements will use the documentation specified in
annual guidance. The following areas are generally exempt from formal process analysis as long as no significant
process changes are associated with these actions: credit card IT acquisitions below $250,000, replacement parts for
existing systems, and routine replacement or upgrade of office automation equipment (for example, upgrading a local
area network or replacing office computers).

g. The Army Business Initiative Council (ABIC) was developed to improve the efficiency of DA business opera-
tions by identifying and implementing business initiatives that create savings to be reallocated to higher priority efforts
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(that is, people, readiness, modernization, and transformation). Process improvement is a significant portion of the
ABIC mission.

3-5. CIO validation of requirements

a. The CIO validates and the CSA approves all C4/IT warfighting requirements through the review of appropriate
requirements documents. Warfighting C4/IT requirements are defined as C4/IT in direct use by, or in support of, the
Army warfighter in training for and conducting operational missions (tactical or other) or connecting the warfighter to
the sustaining base. Validation criteria will include—

(1) Determination that nonmateriel alternatives were judged to be inadequate per AR 71-9 and a process analysis
(DOTMLPF analysis) has been completed to make this determination.

(2) A statement that all materiel solutions must be JTA-A compliant.

(3) Evaluation of emerging technologies.

(4) Inclusion of outcome-oriented performance measurements.

(5) Compliance with information assurance requirements.

(6) Inclusion of spectrum management criteria.

(7) Evaluation of a new or modified requirement against existing systems.

(8) Other criteria as appropriate.

b. The DCS, G-3 manages the requirements review process, including the Army Requirements Oversight Council
and the Requirements Review Council (RRC). The CIO/G~6 participates as a member of these councils to represent the
C4/IT perspective on the requirements review process.

(1) The CIO also reviews and validates BASOPS IT up to $10 million for those requirements not defined as
warfighting IT. These requirements will be reviewed under the CPIM process and associated guidance.

(2) MACOMs will follow a similar process for reviewing their respective IT-related requirements.

3-6. IT performance measurements

a. IT performance measurement. Measuring IT performance is the process of assessing the effectiveness and
efficiency of IT in support of achieving an organization’s missions, goals, and quantitative objectives through the
application of outcome-based, measurable, and quantifiable criteria compared against an established baseline.

b. Types of measurements. Organizational performance measures must measure both the effectiveness and efficiency
of programs, projects, investments, and so on. These measures must be linked to a stakeholder community and be
associated with defined funding lines:

(1) Measures of effectiveness demonstrate that an organization is doing the right things (products, services, culture
change) and achieving at least the intended outcomes (mission effectiveness, customer satisfaction).

(2) Measures of efficiency demonstrate that an organization’s investments result in the lowest cost and highest level
of productivity.

¢. Measurements for IT investments. Performance measures will be developed for each C4/IT investment supportive
of organizational missions before execution or fielding of that investment. The performance measures will gauge the
value-added contribution of the IT investment to missions, goals, and objectives and provide a clear basis for assessing
accomplishment, aiding decision-making, and assigning accountability at each management level. These measures will
be directly supportive of the metrics used in the Strategic Readiness System (SRS) or the IT Metrics Program.

d. Performance measurements in requirement documents. Performance measures in support of warfighting materiel
requirements with a C4/IT impact will be included in the appropriate documents per AR 71-9.

e. Performance measurement linkages. As performance measures are developed, linkages between management-
level goals, objectives, and measures will be maintained. Functional strategic plans will be explicitly linked to the goals
and objectives in TAP. IT performance measures contained in these plans will directly link to measures in capital plans
or investment strategies.

- Enterprise level. Enterprise-level IT performance measures will assess Army-wide mission accomplishments and
will generate outcomes that guide policy direction and strategies. The CIO/G—6 will establish/maintain C4/IT perform-
ance measures and provide input data to the SRS. Data from the Army Information Technology Registry (AITR) and
the Base-Level IT Metrics Program (see i, below) will be used as input. IT measures at the Army enterprise level will
ensure that—

(1) Investments are synchronized with overall DOD/Army mission priorities.

(2) Investments are yielding expected results and acceptable return on investment, including quantifiable improve-
ments in mission effectiveness.

(3) A proactive oversight/insight system is operational and ensures mission benefit, cost, and schedule goals are met.

g. Functional level. IT performance measures at the functional level will assess functional mission outcomes relative
to strategic objectives of the next higher organization. Functional managers at HQDA and MACOMs will develop a
subset of goals and objectives with appropriate performance measures to gauge overall functional mission improve-
ment. Accomplishments made at this level will be reported to enterprise-level managers to make Army-wide decisions.
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(1) Performance will be assessed across multiple projects and initiatives and will focus on managing and improving
operations.

(2) Performance will be customer-oriented.

h. Program/project level. Performance measures at the program/project level will assess progress toward ac-
complishing expected functional mission outcomes and results of C4/IT investments by collecting information (that is,
metrics) on the investment’s cost, schedule, and performance against an established baseline. Project-level outcomes
will be reported to functional-level managers who make functional/operational decisions across programs, projects, or
acquisitions. Program/project-level information is—

(1) Typically defined in terms of cost, schedule, and performance rather than goals and objectives.

(2) More detailed and focused on measuring progress toward completing specific tasks rather than on measuring
general benefits to the Army.

i. Army Base-Level IT Metrics Program. This program establishes the use of metrics to assess the current status of
the IT infrastructure and to evaluate its support to mission accomplishment. Installation information managers are
required to collect, compile, and report IT data on an annual basis via the IT metrics database (http://doim.hgda.pentag-
on.mil/it_metrics/). Compiled IT metrics data will be used to identify mission capability shortfalls and to support the
reallocation of IT investment resources.

J. Cost=benefit analysis. A cost-benefit analysis must be applied against any proposed performance measurement
system.

3-7. IT acquisition process

The acquisition process begins when an organization’s C4/IT needs are established in the appropriate capability
document per AR 71-9. The acquisition process involves the description of capabilities to satisfy the needs, how the
business process analysis was accomplished, outcome and output-oriented performance measurements, solicitation and
selection of sources, award of contracts, contract financing, contract performance, contract administration, and those
technical and management functions directly related to the acquisition process per AR 70-1.

a. CIO oversight. The CIO will ensure that C4/IT is acquired and information resources are managed within an
integrated framework. The CIO provides oversight for C4/IT systems during the acquisition approval process (AR
70-1).

b. CIO assessment. The CIO will recommend whether to continue, modify, or terminate Army programs with a C4/
IT impact (Clinger-Cohen Act). CIO assessments, which incorporate multiple factors, will be conducted at the
appropriate milestone.

(1) The CIO will assess all ACAT I and II programs. PMs of ACAT I and II programs will provide a self-
assessment of compliance for every program to the CIO. (See AR 70-1 and DODI 5000.2 for additional information on
acquisition program categories.)

(2) Non-ACAT investments for IT services will also be assessed. The CIO/G—6 will perform these assessments.

c. Information systems intra-Army interoperability. In accordance with CJCSI 6212.01C, the CIO/G—6 will ensure
that information systems have the appropriate interfaces and data exchange requirements to achieve an integrated and
interoperable warfighting capability in the Joint environment.

(1) The intra-Army interoperability certification process will be used to certify horizontal and vertical inter-
operability of all Army systems—regardless of their acquisition category—prior to their release for fielding. This
process allows a smoother transition of new IT systems into the Army’s operational through tactical-level C4/IT
systems framework.

(2) The software blocking process is designed to facilitate the development and sustainment of system-of-systems
interoperability in support of Army Transformation. (Refer to AR 701, para 8-6, for more complete policy on the
software blocking process.) Organizations responsible for acquiring or maintaining specific systems with inter-
operability requirements will ensure compliance with the software blocking process. PEO/PMs will implement software
blocking in their respective programs.

(3) The CIO/G—6 (SAIS-IOQ) will provide a memorandum of certification upon successful completion of certifica-
tion testing. This certification memorandum does not preclude any other certification requirements. For changes to base
case systems, the system proponent will submit requests to DCS, G-8. The DCS, G-8 reviews and approves the
changes to the base case certification package. Upon approval, the DCS, G-8 will submit the certification package to
the Central Technical Support Facility (CTSF) through the IAIC process.

(4) To achieve Joint Interoperability, PMs must coordinate with the Joint Interoperability Test Center at Fort
Huachuca. (For additional information, see http://jitc.thu.disa.mil/.)

3-8. IM/IT human capital management

The CIO is responsible for the policy, oversight, and management of the Army Civilian ITM Career Program-34
(CP-34). The CIO will—
a. Define IM/IT competencies and provide career development guidance for Army IM/IT professionals.
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b. Provide education, training, and professional development opportunities for Army IM/IT professionals to support
effective acquisition, management, and use of IT resources, products, and services.

c¢. Promote plans, strategies, and initiatives for hiring, training, and retaining civilian personnel in IM/IT areas.

d. Promote collaboration between military and civilian IM/IT career management systems and integrate these efforts
into Army institutional training as appropriate.

e. In partnership with TRADOC, ensure that as technology evolves, requisite new competencies are identified and
integrated into TRADOC, the Defense Acquisition University, and the Information Resources Management College
curricula.

3-9. Registry for major information systems inventory, reduction, webification, and security

a. The Army Information Technology Registry (AITR). The AITR is the Army’s single, authoritative registry for IT
systems. The AITR provides data on the inventory of Army systems/applications in order to manage compliance with
AKM goals and applicable laws.

b. AITR entry. MACOMs and DA functional proponents will—

(1) Ensure that all Army applications/systems are correctly registered in the AITR and that all data fields are
correctly updated at all times. Use AKO for AITR data entry. (See the AITR home page at https://www.us.army.mil/
portal/jhtml/akm/wsd_home.jhtml.)

(2) Search the AITR for existing applications that can satisfy the requirement without further expenditure of funds
prior to developing new applications or enhancing existing applications.

(3) Review and update AITR data at least semiannually.

c. Information system inventory.

(1) Per the E-Government Act of 2002 (P.L. 107-347), the Army is required to annually maintain an inventory of
mission critical (MC) and mission essential (ME) systems and certify its accuracy and completeness. This list of
systems becomes part of the DOD IT registry, which is used by OSD and entities outside of OSD for budget and other
Congressional issues.

(2) The inventory will include an identification of the interfaces between each system and all other systems or
networks and identify systems by either MC or ME.

(3) AITR will be used for systems entry and reporting.

d. Information systems reduction. The Army goal is to eliminate duplicative IT systems through streamlining and
system consolidation. HQDA staff elements and MACOMs will report reduction plans in the AITR. standard commer-
cial off-the-shelf (COTS) desktop office automation (that is, word processors, spreadsheets, and so on) is exempt from
the reporting requirements of this document.

e. Information systems webification. All systems must be webified (that is, Web-enabled and linked to the AKO
portal) or receive a waiver from the CIO/G-6. MACOMs and DA functional proponents must report webification status
and future webification plans within the AITR.

f. Information systems security. The Federal Information Security Management Act (FISMA) (44 USC Chapter 35)
mandates that the security status of Army information systems be documented, updated, and verified at least annually.
The AITR will be used to implement this requirement.

g. Use of supportive databases. The requirement to use AITR does not preclude agencies from constructing internal
databases to handle systems management operations. However, the agencies still have the responsibility to keep AITR
updated as the Army’s primary source of IT system information.

Chapter 4
The Army Enterprise Architecture

4-1. Introduction

The AEA is the Army’s framework/decision tool used to guide IT investments, acquisitions, and fielding of integrated
system-of-systems capabilities. It includes guidance to develop integrated architectures by incorporating Operational
Views (requirements), System Views, and Technical Views (technical standards) for Army tactical units, functional
areas, and installations. This chapter outlines the AEA and implements IT-related guidance that applies to the
development, promulgation, implementation, management, and maintenance of the AEA.

4~2. AEA structure
The AEA spans the Army enterprise from the institutional Army through the tactical level. The three areas comprising
the AEA are as follows:

a. Army Knowledge Enterprise Architecture (AKEA). The AKEA is the blueprint for implementing the Army
Knowledge Enterprise. Army knowledge is the interactivity of enterprise business practices, processes, and the
associated application of DOTMLPF. The AKEA is the Army infostructure architecture that includes communications,
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IM, computers, enterprise applications, and network operations. These five components map to the Net-Centric
Operations and Warfare Reference Model. The AKEA is not applicable to IT that is embedded in devices with no
external interfaces. The AKEA is the Army’s portion of the DOD GIG.

b. Battle Command Architecture. Army Battle Command is defined as “the art and science of applying leadership
and decision-making to achieve mission success.” As the unifying element that integrates multiple capabilities to
enable such success, the Army Battle Command Architecture has been organized to support Joint Capabilities and
Integrated Development System (JCIDS), acquisition of System-of-Systems (SoS) and Family-of-Systems (FoS),
software blocking, force development, and lessons learned from operations.

¢. Army Business Enterprise Architecture (ABEA). The ABEA is the business processes and organizations that
support the Army’s warfighters. The ABEA defines structures for growth and changes, traces infrastructure require-
ments to business unit needs, phases in development and rollout of infrastructure, ensures infrastructure and application
security, uses COTS components, and migrates current systems infrastructure. The ABEA ensures that the Army’s
transformation to net-centric warfare, enterprise application integration, and business process modernization align with
the seven DOD BEA domains: Acquisition/Procurement, Human Resource Management, Finance and Accounting,
Logistics, Technical Infrastructure, Installations and Environment, and Strategic Planning and Budgeting.

4-3. Operational View (OV)

OV products must be in conformance with the current approved Department of Defense Architecture Framework
(DODAF) document. OVs provide the operational perspective of the force. AEA development will adhere to the
following Army OA community authority: TRADOC is the Army’s Executive Architect to serve as the Army’s
Operational Architect.

4-4. System View (SV)

SV products must be in conformance with the current approved DODAF document. SVs provide the systems
perspective of the force. AEA development will adhere to the following Army systems architecture community
authority: ASA(ALT) is the Army’s Executive Architect to serve as the Army’s Systems Architect.

4-5. Technical View (TV)

TV products must be in conformance with the current approved DODAF document. TVs provide the technical
perspective of the force. AEA development will adhere to the following Army technical architecture community
authority: CIO/G-6 is the Army’s Executive Architect to serve as the Army’s Technical Architect.

4-6. Use of Architecture information validation and compliance tools ,

a. The Architecture information validation and compliance tools support the validation and compliance testing of
architecture information standards. The tools help developers implementing these standards detect and fix inter-
operability problems early in a system’s development cycle by reducing cost and effort. In addition, developers do not
need to develop duplicate tools.

b. The CIO/G-6 is responsible for the architecture information standards for DA.

¢. All Army IT developers are mandated to use the following validation and compliance tools:

(1) Variable Message Format Test Tool for the JTA Variable Format Message Standard.

(2) United States Message Text Format Test Tool for the JTA US Message Text Format Standard.

(3) Combat Net Radio Protocol Test Tool for the JTA MIL-STD-188-220 Standard.

d. Tool technical information may be obtained through the U.S. Army Communications-Electronics Command
(CECOM).

4-7. Army Net-Centric Data Management Program

a. The ANCDMP establishes policies and procedures intended to control the production and applicability of data
standards required to ensure data interoperability for data exchanges among information systems used in the Army. The
ANCDMP addresses data standards creation and implementation as it applies to automated systems, applications, data
exchanges, databases, record and document management, and information presentation within and across warfighting
and business systems.

b. The ANCDMP facilitates the dissemination and exchange of information among organizations and information
systems throughout the Army, DOD, and the Federal Government. The ANCDMP implements the information
standards portion of the JTA-A and the DOD Net-Centric Data Strategy. Net-centricity is dependent upon the ability to
locate and retrieve information and services regardless of where they are stored. A common data management strategy
is essential to allowing authorized users to access required information. (See para 1-7 for information sharing
restrictions.)

¢. The ANCDMP manages information requirements from data models and business rules within their mission,
organization, and functional contexts down to data-element and data-value levels of detail.
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d. The ANCDMP facilitates internal, joint, and combined interoperability through the standardization and use of
common data standards.

e. The ANCDMP facilitates the specification of standard data management services and conformance test require-
ments and represents these requirements to data management standards committees, as appropriate.

/- The ANCDMP improves data quality and accuracy and minimizes the cost of data production and data
maintenance. ‘

g. The ANCDMP applies to any information system passing information through Army networks and/or Army IT
assets in the net-centric information environment.

h. All data will be protected per AR 25-2 and AR 380-5.

(1) Data security classification will be identified and maintained as part of the data standards documentation if
independent of specific use.

(2) COOP analyses will be conducted for data and metadata per the DOD Net-Centric Data Strategy.

i. PEOs, PMs, MACOMs, and agencies will ensure their data architectures comply with Army and DOD data
requirements by developing and maintaining data performance plan (DPP) artifacts in a DPP system (DPPS) environ-
ment wherein the standards, policies, procedures, data models, and business rules reside and are employed as
appropriate.

4-8. Army data standards management

a. Data standards (expressed as authoritative data sources (ADSs), information exchange standards specifications
(IESSs), enterprise identifiers (EIDs), and eXtensible Markup Language (XML) and specified in the JTA-A and other
guidance documents) will be used to guide all data exchanges, including those needed to support legacy systems. Data
management requirements will be included in IT planning documents.

b. All Army organizations producing or using data standards (ADS, IESS, EID, XML) will—

(1) Ensure that only Army-approved data standards are used in systems.

(2) Register new data standards in the appropriate part of the DPPS, as needed.

(3) Provide input to Army data standards reviews.

c. The Army CDAJ is responsible for oversight and development of Army data standards policy, guidance, and
procedures. The Army CDAd will—

(1) Identify institutional Army communities of interest (COls), COI leads, and COI data administrators (COIDAdS),
who are responsible for data standards in their functional areas.

(2) Develop data standards strategies, implementation plans, and performance measures.

(3) Create, deploy, and maintain the DPPS in support of the ANCDMP. The DPPS is the Army vehicle through
which COIs will support the DOD Metadata Registry.

(4) Establish a governance structure to oversee data standards implementation, including processes and procedures,
working groups, tools, training, and other resources.

(5) Act as Army focal point for data standards activities, to include coordinating with DOD and external
organizations.

(6) Develop and maintain a list of mandated, Army-approved data standards.

(7) Provide input on program milestone reviews as to compliance with data management policy.

d. COIDAds will—

(1) Identify COI data standards producers to carry out data management and standards actions for the organization
and serve as liaisons between functional experts and technical personnel.

(2) Identify funding requirements in support of the data standards producers for their institutional COL

(3) Develop data standards strategies, implementation plans, and performance measures.

(4) Create, deploy, and maintain DPPS content in support of the ANCDMP.

(5) Review the data structure of assigned data standards in the DPPS at each milestone and at 5-year increments
after system deployment.

e. Only organizations identified by the COIDAds as data standards producers will create or update DPPS content
exchanged with or disseminated to any other organization.

/- To ensure valid implementation of data standards Army-wide, COI DAds will manage ADSs, IESSs, EIDs, and
XML.

g. Data standards producers will—

(1) Use the DPPS. The DPPS is a centralized, metadata repository used for the procedural storing, universal
viewing, and selective reuse of (all, or parts of) architectures, data models, business rules, and other DPP artifacts of
functional Army systems. The DPPS content will be used to perform technical reviews of Army’s functional data
requirements. Information about Army data/metadata will be maintained and controlled in the DPPS as part of the
standard metadata documentation.

(2) Use data standards.
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(3) Use data standards documentation in information systems design documentation from the DPPS.
(4) Use data standards in newly developed and redesigned applications and, when feasible, in existing systems.

(5) Submit candidate data standards for approval to the respective COI maintaining the affected IESS early in the
mformation systems life cycle.

4-9. Authoritative data sources (ADSs)

a. The owner of Army reference data will make the coded data values available as an ADS to ensure maximum
reuse and interoperability. These value sets will be stored in the DPPS.

b. Data synchronization requirements will be identified and documented as part of the ADS documentation.

¢. Data synchronization requirements will consider information flows and reference table value domains (including
data transfers, system run cycles, management decision cycles, timeliness, and accuracy).

d. Army information systems PMs and/or managers will implement Army enterprise-level ADSs in their information
systems.

e. Data standards producers will—

(1) Create and maintain ADSs—such as reference table value domains, force structure decompositions, and so on—
whose values are shared among Army information systems.

(2) Synchronize ADS implementations with the standardized versions managed and published by those organizations
with Authoritative Data Source Management Authority.

4-10. Enterprise identifiers (EIDs)

a. All Army data collected and maintained in databases designated to support net-centric warfare capabilities will
use globally unique EIDs to ensure full data integration, referential integrity, and data interoperability.

b. Data standards producers will—

(1) Use EIDs in both specified legacy and all new information systems to ensure maximum data integration and data
interoperability.

(2) Use EIDs in legacy systems. Specified legacy systems (that is, those scheduled to remain active past FY04 and
beyond), will add EIDs to their physical schemas in a manner that best fits their fiscal constraints and user needs.

(3) Use EIDs in new systems. All new systems (that is, those scheduled to become active in FY04 and beyond) will
add EIDs to their physical schemas in a manner that best fits their fiscal constraints and user needs.

(4) Use EIDs in commercial enterprise resource planning (ERP) applications. As part of the contractual agreement
with ERP application developers, provisions must be made in their physical schemas for the use of EIDs.

(5) Support and ensure that all pertinent data resources identified via globally unique EIDs will be maintained and
registered to permit discovery and reuse within functional areas and at the enterprise level. Specifically, all reference
data sets identified with EIDs will be documented and published in the DPPS to facilitate exchanges by other users.

(6) Maintain a registry in the DPPS of all the EID seed users to provide optimal implementation oversight of the
EID-based key management process.

4-11. Information exchange systems specifications (IESSs)

a. To control the production and applicability of data standards required to ensure data interoperability for data
exchanges among Army information systems, the participating systems must conform to data exchange specifications.
An information system will be deemed “conformant” with an approved IESS if the model of the particular information
system-—

(1) Is based either on the entire IESS or on a subset of the IESS. (Not all attributes of selected entities need to be
implemented.)

(2) Has extensions of that subset that are not redundant with elements of the IESS itself; emerging extensions that
could apply to a specific IESS will be proposed for general use in succeeding versions.

(3) Uses approved data types and coded domains.

(4) Identifies POCs for generating instances of EID keys (to avoid redundancy and non-uniqueness).

(5) Has key attributes identical with or directly derivable from key attributes specified in the IESS. Altematively, the
IESS-conformant information system uses alternate keys, but the original IESS keys are preserved. To ensure fully
faithful information transfer among databases, the IESS-defined primary keys of one database for any entity comprised
within the IESS specification must be identical either to the primary or alternate keys of the same entity in any other
IESS-conformant database. The primary or alternate key, in this case, will be based on the EID from the ADS.

b. All Army information systems will exchange data by specifying their exchanges within the DPPS in a format that
conforms to IESS developed and agreed to by the COI that supports the respective information system.

¢. Whenever database implementations identify data requirements not yet in a pertinent IESS, these will be shared
with members of the COI that own the IESS so that the requirement will include all the core requirements.

d. PM/materiel developer responsibilities:
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(1) Each PM/materiel developer will develop and maintain architecture models, data models, business rules, and
other artifacts within the DPPS.

(2) Respective COI(s) will review and/or approve submissions to the DPPS.

(3) The materiel developer is responsible for integrating COTS software and ensuring interoperability with the
existing metadata contained in the DPPS.

e. Data standards producers will— »

(1) Use FIPS 184 (IDEF1X) and the approved database standard (that is, Army National Standards Institute (ANSI)
Standard SQL 2003 Core) as their base set of data model artifacts and create necessary supporting business rules and
processes as required by the DPPS to specify all IESSs. To ensure maximum interoperability, the IESSs must be
implemented through software that reliably conforms to the DPPS.

(2) Add to the list of relevant tools any evolving structured languages for creating IESSs, if sufficient governmental
and commercial support develops for them.

(3) Use only tools with nonproprietary extensions. IESSs will not be created with tools that use proprietary
extensions for which there is no translation mechanism into and out of the DPPS.

(4) Use ISO 11179 data elements already tested within COIs whenever practical vice newly created ISO 11179 data
elements. When selecting existing data elements for exchange, Army activities will adhere to the following order of
precedence (highest to lowest) for selection:

(@) 1SO 11179 data elements from Joint COls.

(b) ISO 11179 data elements from Army COIs mapped to those elements from Joint COls.

(¢) ISO 11179 data elements from other Federal department COIs mapped to those from Joint COls.

4-12. Extensible Markup Language (XML)

a. All XML tags for use in data exchanges will be derived from the pertinent [ESS adopted by the COI engaged in
such data sharing and reuse activities. For ease of use, the physical data table and column names from the data models
contained in the DPPS will be used for the generation of XML tags. However, logical names from the DPPS may also
be used to enhance readability. If that is the case, an appropriate set of eXtensible Stylesheet Language/Transformation
(XSL/T) files to transform the tags into a form that facilitates the automated import into IESS-conformant databases
will be provided and maintained by the COI.

b. All data exchanges among information systems executed via Web-based solutions will use XML as their transfer
mechanism. The producers of the data will register their XML metadata and non-XML metadata (that is, data models,
message formats, database schemas) with the DOD Metadata Registry.

¢. Data standards producers will—

(1) Use World Wide Web Consortium (W3C) technical specifications holding a “recommended” status to ensure
maximum interoperability. A W3C recommendation is a technical report that is the end result of extensive consensus
building about a particular technology or policy. (See http://www.w3c.org for further definition.)

(2) Adhere to XML-related standards promulgated by other nationally or internationally accredited standards bodies
when developing applications within the domain that the standard addresses.

(a) When a standard produced by one of these bodies competes with a similar product of the W3C, the W3C
standard will take precedence.

(b) XML implementations must not use proprietary extensions to XML-based specifications.

(3) Actively participate in the work of appropriate XML and XML-related technical and business standards bodies.
The Army CDAd will act as coordinator of such participation.

(4) Use existing XML components whenever practical vice developing new XML components. When selecting
existing XML tags, Army activities will adhere to the following order of precedence (highest to lowest) for selection:

(a) Joint COI IESS-based tags.

(b) Army COI IESS-based tags.

(c) Federal department COI IESS-based tags.

Note. The above recommended order does not preclude selection of a component with lower priority when other considerations,
such as cost, implementation schedules, and so on, would make the use of a component of higher ranking less defensible. All Army
XML business standards will be at the enterprise level of the entire Army.

(5) Leverage commercial practices, standards, and products before creating Army-unique ones.

Chapter 5
Information Assurance

5-1. Mission

Per DODD 8500.1, IA provides the means to ensure the confidentiality, integrity, and availability of information
processed by the Army’s information-based systems. It provides a measure of confidence that the security features,
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practices, procedures, and architectures of an information system accurately mediates and enforces the security policy.
IA recognizes that interconnected systems create shared risks and vulnerabilities where an intruder only has to
penetrate the weakest link in order to exploit the entire network. The value of information must be measured in terms
of how critical it is to the authentication and integrity of the data. Authentication and integrity are as important as
confidentiality of information. IA includes security of information and related systems, C2, physical, software,
hardware, procedural, personnel, network, communications security (COMSEC), operational, intelligence, and Web risk
assessment.

a. Information Assurance Vulnerability Alert (IAVA) is a process within the C2 system that provides for a sensing
of valid information about events and the environment, reporting information, assessing the situation and associated
alternatives for action, deciding on an appropriate course of action, and issuing messages directing corrective action.
Additionally, IA protects those information and information-based systems essential to the minimum operations of the
Army. They include, but are not limited to, telecommunications, weapons systems, transportation, personnel, budget,
BASOPS, and force protection. (See also AR 25-2 for more policy on information assurance.)

b. 1A components will be designed to protect information from the wide-ranging threats to the Army’s critical
information infrastructures, to include the basic facilities, equipment, and installations needed for the function of a
system, network, or integrated network that will support the National Security of the United States and the continuity
of Government.

c. JA seeks to maintain effective C2 of friendly forces by protecting critical information infrastructures from
unauthorized users, detecting attempts to obtain or alter information, and reacting to unauthorized attempts to obtain
access to or change information. These measures focus on the integrity, confidentiality, availability, authentication,
verification, protection, and nonrepudiation of the infrastructures and the information contained within. Per DODD
8500.1, IA-enabling technologies such as Public Key Infrastructure (PKI) and biometrics will be used to protect
information.

5~2. Management structure for information assurance

An appropriate management structure will be established at all levels to implement the IA program and the JAVA
process for the protection of critical information infrastructures. In addition, commanders will appoint, as appropriate,
personnel who are responsible for enforcing the IAVA process.

a. MACOMs; PEOs; direct reporting PMs; CAR; Chief, National Guard Bureau; CFSC; RCIOs; and the Office of
the AASA (serving as the HQDA MACOM Commander) will establish an IA program and appoint an IA program
manager (IAPM) to manage the respective IA programs and to serve as the commander/director/activity head’s IA
representative. The IAPM will be accountable for establishing and assessing the effectiveness of the IA program within
that organization.

b. The scope of the MACOM IA program includes information systems that are unique to the MACOM. The
exception is the MACOM’s responsibility to appoint tenant information assurance managers (IAMs) and IA security
officers (IASOs) that support the installation IAMs and RCIOs.

¢. The IAPM will ensure the appointment of the appropriate number of IA personnel (alternate IAPM, IA network
manager, [A network officer (IANO), IAM and tenant IAM, and IASO) necessary to execute the IA duties and
responsibilities.

d. The RCIO IAPM will ensure the installation TAM and TANO are appointed for each installation or cluster of
small posts/camps/stations within the region.

e. MACOMs, PEOs, direct reporting PMs, and RCIOs are responsible for disseminating IAVAs, IA bulletins, and
IA technical tips and for reporting compliance in accordance with HQDA policy.

/- System administrators will operate network(s) and all aspects of network security under their purview.

5-3. Information system certification/accreditation

a. All information systems and networks will be subjected to an established certification and accreditation process
that verifies the required levels of information assurance are achieved and sustained.

b. Only Army-approved IA products will be used. information systems and networks will be certified and accredited
per DODI 5200.40 or Director of Central Intelligence Directive (DCID) 6/3. The Defense Information Technology
Security Certification and Accreditation Process (DITSCAP) considers the system mission, environment, and architec-
ture while assessing the impact of the operation (or loss of operation) of that system on the Army’s information
infrastructure.

¢. NETCOM has overall responsibility for ensuring that all information systems are properly certified and accredited
in accordance with the DITSCAP. MACOMs, PEOs, and direct reporting PMs will be responsible for certification and
accreditation of MACOM, PEO, and direct reporting PM unique systems that they own and operate. Tenant IAMs are
responsible for ensuring that tenant information systems are certified and accredited for that tenant organization. The
DITSCAP will be applied to all systems requiring certification and accreditation throughout their life cycle. (See also
AR 25-2 and DODI 5200.40.) Where applicable, all [A-related Government-off-the-shelf (GOTS) and COTS hardware,
firmware, and software components and IT products used in the Army Information Infrastructure must be evaluated

AR 25-1 « 15 July 2005 25




and acquired in accordance with the National Security Telecommunications Information Systems Security Policy
(NSTISSP) No. 11, and other applicable national and DOD policy and guidance identified in this chapter or in AR
25-2.

d. Special Access Program (SAP) system accreditation authorities will be retained at the HQDA level. The CI0/G-6
will designate a colonel or GS—15 as the SAP accreditation authority for all systems that process SAP information.
(See also AR 380-381.)

5-4. Physical security

Commanders who operate and maintain any information system will provide adequate levels of physical security per
AR 25-2.

5-5. Software security

a. Controls will be implemented to protect system software from compromise, subversion, or tampering. The
installation JAM, Configuration Management Board, Configuration Control Board, and designated approval authority
(DAA) must approve all software used on Army networks prior to installation and operation.

b. When database management systems (DBMS) containing classified defense information are used, the classified
identifiable element (for example, word, field, or record) within the database must be protected according to the highest
security classification of any database element. If the database cannot provide field protection, then it should provide
record protection to the highest security classification level of the fields within the record. Database systems that do not
provide protection at the record or field level will be restricted to operation in the dedicated or system high security
mode. In all cases, the DBMS must meet the minimum trust requirements, (For more information, refer to AR 25-2.)

¢. All software packages providing security services will have appropriate evaluation/certification prior to use or will
be selected from the National Security Agency (NSA) NSA/National Information Assurance Partnership (NIAP)
product validation list. Other evaluated products may be used based on a valid justification and approval from the
DAA. Agencies responsible for distribution of software security products will those products comply with DITSCAP
(DODI 5200.40) certification and accreditation and the product IA protection profiles have been validated by the
National Institute of Standards and Technology/NSA NIAP program. (For more information, refer to AR 25-2 and
NSTISSP No 11.)

d. Developers of Army systems that include software will include appropriate security features in the initial concept
exploration phase of the life-cycle system development model. Software will be independently tested and verified to
ensure that it meets the minimum standards for security and reliability prior to release for operation.

5-6. Hardware security

Hardware-based security controls represent an important factor when evaluating the IA and security environment of
any Army system. The absence of hardware-embedded security features or the presence of known hardware vul-
nerabilities will require compensation in other elements of the security and IAVA programs. Developers of all Army
systems that include hardware will include IA and security requirements in the design, development, and acquisition of
the system, software, and/or physical environment of the system.

5-7. Procedural security
All MACOM, mission, and garrison commanders (or equivalent), and IMA region directors/RCIOs will identify key
information assurance personnel to establish and enforce standard procedures to perform the following functions:

a. All information system security incidents will be investigated to determine their causes and the cost-effective
actions to be taken to prevent recurrence. When security fails and there is a penetration, either successful or
unsuccessful, the incident will be reported. Suspected or actual incidents will be reported through the chain of
command to the appropriate IASO, who will notify the appropriate IAM. The operator, the IAM, and the DOIM will
notify the region IAPM or RCIO, the Regional Computer Response Team, and the Army Computer Response Team
(ACERT)/Coordination Center.

b. During an information emergency, intrusion, or exploitation, IA personnel below the MACOM level will report
the occurrence to their commander and the next-highest IA level (who will then report it further up the IA reporting
chain). [A personnel are responsible for timely reporting. They are also responsible for ensuring that ACERT alerts and
advisories are reviewed and that corrective measures are taken.

¢. Any information system that processes data in an SCI environment will ensure its equipment used for processing,
handling, and storing is in compliance with DCID 6/3 and AR 25-2.

d. User identification and password systems must support the minimum requirements of accountability, access
control, and least privilege and data integrity. The IAM or designee is responsible for overseeing the password
generation, issuance, and control process.

5-8. Personnel security
All personnel will receive the level of training necessary and appropriate licensing or certification to perform their
designated 1A responsibilities.
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a. All individuals who are appointed as IA program personnel and systems administrators must complete training
and certification, as necessary, equal to the duties assigned to them.

b. All personnel who require access to information systems processing classified defense information to fulfill their
duties will possess a security clearance based on the appropriate personnel security investigation per DOD 5200.2-R.

¢. All positions where the incumbent personnel will require access to an IT system will be designated as IT I, II, or
II1. Personnel assigned to positions with these designations must meet the security investigation requirements of DOD
5200.2-R. (See AR 25-2, para 4-14, for further information.)

5-9. Communications security
Commanders will take the appropriate measures to secure all communications devices to the level of security
classification of the information to be transmitted over such communications equipment.

5-10. Risk management
Each commander will establish an effective risk management program. At a minimum, the program will include the
four phases of risk management:

a. Risk analysis of resources, controls, vulnerabilities, and threats and the impact of losing the systems’ capabilities
on the mission objective.

b. Management decision to implement security countermeasures and to mitigate risk.

c. Implementation of countermeasures.

d. Periodic review of the risk management program.

5-11. Army Web Risk Assessment Cell
The Army Web Risk Assessment Cell (AWRAC) is responsible for reviewing the content of Army’s publicly
accessible Web sites. The AWRAC conducts ongoing operational security and threat assessments of Army Web sites
(.mil and all other domains used for communicating official information) to ensure that they are compliant with DOD
and Army policies and best practices. The AWRAC will—

a. Conduct random sampling of Web sites to identify security concerns or review Web site concerns provided by the
Joint Web Risk Assessment Cell (JWRAC) or Army leadership.

b. Ensure inappropriate security and personal information is removed from publicly accessible Web sites.

c. Ensure that Army sites are compliant with other Federal, DOD, and Army Web site administration policies (for
example, Government Information Locator Service (GILS) registration). (See also para 6—4n.)

d. Notify the Web site owner with operational responsibility and the IAPMs of the respective command/activity of
the violations and suspense dates for reporting corrective action.

e. As required, report deficiencies and corrections to the Army CIO/G-6 and JWRAC.

Chapter 6

Command, Control, Communications, and Computers/Information Technology Support and
Services

6-1. IT support principles
This chapter pertains to automation (computer software, hardware, and peripherals) and telecommunications (networks,
BASECOM, long-haul and deployable communications) and IT support for military construction.

a. Information transmission economy and systems discipline. MACOM commanders and agency directors will
implement procedures to promote optimum, responsive, cost-effective use of all types of DOD information systems and
services and ensure the application of sound management practices in accomplishing information systems services
economy and discipline. (See also DODD 4640.13 and DODD 8000.1.) Commanders and activity heads will establish
procedures to ensure—

(1) Users of computers and Army telecommunications are familiar with the types and purpose of available commu-
nications, services, and systems.

(2) Information managers (or designated telephone control officers) periodically validate monthly bills, which are
certified by the users for toll-free service, pager service, cellular phone service, calling card usage, long distance
commercial calls, and commercial lines. The use of a personal identification number (PIN) process for telephone
control is authorized and recommended.

(3) Information managers review and revalidate all common-user Army information services, Government and
commercial, regardless of user. The information manager will review dedicated information services and facilities at
least every 2 years. Review and revalidation must include voice, video, data, and bandwidth utilization of NIPR and
SIPR.

b. HODA continuity of operations plan (COOP). HQDA must ensure the uninterrupted execution of its essential
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missions and functions under all conditions. The HQDA COOP (AR 500-3) includes procedures for the relocation of
key leaders and staff to an alternate site(s), plans for the protection of critical records and files, and provisions for
establishing minimum essential operational capabilities at relocation facilities. HQDA staff agencies, MACOMs, and
other organizations subordinate to HQDA are required to maintain a COOP consistent with AR 500-3. Each C4/IT
system deemed critical to essential HQDA missions or functions must be supported by its own COOP that ensures its
continuous operation under all conditions. All COOPs must be tested at least biannually. (See also para 85/ on the
preservation of vital records.)

c. Electronic business/electronic government (EB/EG). Army activities will use EB/EG technologies to the maxi-
mum extent practicable to promote the goal of a paper-free (or near paper-free) business environment. EB/EG solutions
must conform to DOD and Army standards, architectures, and interoperability requirements (see DODD 8190.2 for
additional guidance on electronic business). Records created using EB/EG and maintained on EB/EG technologies will
be preserved per retention schedules in AR 25-400-2.

d. Official uses of telecommunications and computing systems.

(1) The use of DOD and other Government telephone systems, electronic mail (e-mail), and other systems (includ-
ing the Internet) are limited to the conduct of official business or other authorized uses. Commanders and supervisors
at all levels will make anyone using Government telecommunications systems aware of permissible and unauthorized
uses. Local policies and procedures will be promulgated, as necessary, to avoid disruptions of telecommunications
systems. (Authorized use is defined in e, below.) The Joint Ethics Regulation, Section 2-301, serves as the basis for
Army policy on the use of telecommunications and computing systems. Users will abide by these restrictions to prevent
security compromises and disruptions to Army communications systems.

(2) All communications users must be aware of security issues, their consent to monitoring for all lawful purposes,
restrictions on transmitting classified information over unsecured communications systems, prohibitions regarding
release of access information such as passwords, and of the need for caution when transmitting other sensitive
information. (See para 6—4g for additional information on communications monitoring.)

(3) Commanders will recover toll charges, as practical, for unofficial/unauthorized personal telephone calls placed
on official telephones by personnel within their organizations. Charges may also apply to misuse of government
communications through modem/other connections.

(4) Official business calls and e-mail messages are defined as those necessary in the interest of the Government (for
example, calls and e-mail messages directly related to the conduct of DOD business or having an indirect impact on
DOD’s ability to conduct its business).

(5) Official use includes health, morale, and welfare (HMW) communications by military members and DOD
employees who are deployed in remote or isolated locations for extended periods of time on official DOD business.
When authorized by the theater combatant commander, the theater commander will institute local procedures to
authorize HMW communications when commercial service is unavailable or so limited that it is considered unavail-
able. HMW calls may be made only during nonpeak, nonduty hours and should not exceed 15 minutes once per week.
The commander may authorize calls that exceed this limit and frequency on an exception basis. (See para 6—4w for
guidance on cellular telephones.)

(6) Guidance for telephone calls while at a temporary duty location is reflected in the Joint Travel Regulations.

e. Authorized uses of communication systems. Authorized use includes brief communications made by DOD employ-
ees while they are traveling on Government business to notify family members of transportation or schedule changes.
They also include personal communications from the DOD employee’s usual workplace that are most reasonably made
while at the work place (such as checking in with spouse or minor children; scheduling doctor and auto or home repair
appointments; brief Internet searches; e-mailing directions to visiting relatives). Such communications may be permit-
ted, provided they—

(1) Do not adversely affect the performance of official duties by the employee or the employee’s organization.

(2) Are of reasonable duration and frequency, and, whenever possible, are made during the employee’s personal
time, such as during lunch, break, and other off-duty periods).

(3) Are not used for activities related to the operation of a personal business enterprise.

(4) In the case of long distance (toll) calls, are—

(a) Charged to the employee’s home phone number or other non-Government numbers (third party call).

(b) Made to a toll-free number.

(¢) Charged to the called party if a non-Government number (collect call).

(d) Charged to a personal telephone card.

(e) Of a legitimate public interest (such as keeping employees at their desks rather than requiring the use of
commercial systems; educating DOD employees on the use of communications systems; improving the morale of
employees stationed for extended periods away from home; enhancing the professional skills of DOD employees; job-
searching in response to Federal Government downsizing).

f. Prohibitions in telecommunications usage. Other prohibitions in the use of Army communications systems include
the following:

(1) Use of communications systems that would adversely reflect on DOD or the Army (such as uses involving
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sexually explicit e-mail or access to sexually explicit Web sites, pornographic images, or virtual computer-generated or
otherwise pornographic images); chain e-mail messages; unofficial advertising, soliciting, or selling via e-mail; and
other uses that are incompatible with public service.

(2) Use of communications systems for unlawful activities, commercial purposes, or in support of for-profit
activities, personal financial gain, personal use inconsistent with DOD policy, personal use that promotes a particular
religion or faith, or uses that violate other Army policies or public laws. This may include, but is not limited to,
violation of intellectual property, gambling, terrorist activities, and sexual or other forms of harassment.

(3) Political transmissions to include transmissions that advocate the election of particular candidates for public
office.

(4) Both Federal law and Army policy prohibit, in general, the theft or other abuse of computing facilities. Such
prohibitions apply to electronic mail services and include, but are not limited to: unauthorized entry, use, transfer, and
tampering with the accounts and files of others and interference with the work of others and with other computing
facilities.

(5) Army communications systems will not be used for purposes that could reasonably be expected to cause, directly
or indirectly, congestion, delay, or disruption of service to any computing facilities or cause unwarranted or unsolicited
interference with others’ use of communications. Such uses include, but are not limited to, the use of communications
systems to—

(a) Create, download, store, copy, transmit, or broadcast chain letters.

(b) “Spam” to exploit listservers or similar broadcast systems for purposes beyond their intended scope to amplify
the widespread distribution of unsolicited e-mail.

(c) Send a “letter-bomb” to re-send the same e-mail message repeatedly to one or more recipients, to interfere with
the recipient’s use of e-mail.

(d) Broadcast unsubstantiated virus warnings from sources other than systems administrators.

(e) Broadcast e-mail messages to large groups of e-mail users (entire organizations) instead of targeting smaller
populations.

(? Employ for personal use applications using streaming data, audio, and video; malicious logic and virus develop-
ment software, tools, files; unlicensed software; games; Web altering tools/software; and other software that may cause
harm to Government computers and telecommunications systems.

g. Web blocking. Per AR 25-2, the use of Web access blocking/filtering tools is authorized for permanently
blocking user access to inappropriate Web sites associated with the prohibited areas itemized in f, above.

h. Administrative, criminal, and adverse actions. Unauthorized use or abuse of DOD and Army telecommunications
systems, to include telephone, e-mail systems, or the Internet, may subject users to administrative, criminal, or other
adverse action.

i. Use of employee-owned IT. Use of employee-owned assets IT hardware or software to process unclassified Army-
related work off the Government work site must comply with the provisions of AR 25-2. Use of employee-owned IT
hardware or software that connects to the network at the work site is prohibited.

J. Product ownership. The products of Army-related work are the property of the U.S. Government, regardless of the
ownership of the automation hardware or software.

k. IT support agreements. DOIM will provide or obtain IT support services to other Army, DOD, or non-DOD
activities on a reimbursable or nonreimbursable basis as determined by support agreements.

(1) Army activities will coordinate with the supporting DOIM to obtain requirements beyond the approved baseline
IT services. Support agreements will be established, as appropriate, for obtaining specified IT support. Supported
organizations will assist the DOIM in assessing quality of support by providing feedback as requested in customer
service surveys.

(2) The DOIM is the primary source for obtaining IT contract support. Consideration may also be given to using
contract capabilities available from other DOD and Federal activities. Use of other such capabilities will be coordinated
with the supporting DOIM prior to ordering or entering into service contracts. All IT support services will be obtained
by the DOIM using existing Army enterprise contracts.

1. Service and support agreements with DOD activities. Army IT organizations will provide requested support to
other DOD activities when the head of the requesting activity determines it would be in the best interest of the U.S.
Government and when the head of the supplying activity determines capabilities exist to provide the support without
jeopardizing assigned missions. A service level agreement (SLA) will be established for delivery of baseline IT
services. An inter-Service support agreement (ISA) with associated SLA will be negotiated between the two activities
to specify the types and level of services and basis for reimbursement. The supporting DOIM must be a participant in
the ISA coordination. Depending upon the scope of the ISA, the regional CIO(s) may be included as a third party.

m. Support agreements with non-DOD activities. Army activities may enter into support agreements with non-DOD
Federal activities when: funding is available to pay for the support; it is in the best interest of the United States
Government; the supplying activity is able to provide the support; the support cannot be provided as conveniently or
cheaply by a commercial enterprise; and it does not conflict with any other agency’s authority. These determinations
must be approved by the head of the major organizational unit ordering the support and specified in an ISA/SLA.
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n. MWR activities and nonappropriated fund instrumentalities (NAFI). Use of appropriated funds on a nonreimbur-
sable basis is authorized to provide communications and data automation support to—

(1) MWR activities as outlined in AR 215-1 (app D) and temporary duty (TDY), permanent change of station
(PCS), and military treatment facility (MTF) lodging programs as outlined in DODI 1015.12 (enclosure 3).

(2) All other NAFI(s) as outlined in DODD 1015.14 (Army and Air Force Exchange Service (AAFES), Civilian
Welfare and Restaurant Funds, and so on). NAFI will comply with AR 701 and this regulation for acquisition and
management of MWR systems that are obtained with appropriated funds. AR 215-4 governs IT supplies and services
acquired with nonappropriated funds (NAF). NAFI requiring DOIM-provided IT support will comply with this
regulation and those policies promulgated by the installation DOIM.

o. IT support for telework.

(1) Telework is defined as an arrangement in which a civilian employee member of the Armed Forces performs
assigned official duties at an alternative worksite on either a regular and recurring, or on an ad hoc basis (not including
while on official travel). This alternative site is a place away from the traditional worksite that has been approved for
performance of official duties. An alternate worksite may be an employee’s home or a telecommuting center estab-
lished for use by teleworkers. See additional information on the DOD telework program in DODD 1035.1 and on the
DOD telework Web site at http://www.cpms.osd.mil/fas/telework/dod telework_policy.htm

(2) Use of Government IT resources (such as computers, facsimile machines, modems, and so on) for telework is
authorized under certain conditions, which can vary from one installation or activity to another. Government-furnished
computer equipment, software, and communications, with appropriate security measures, are required for any regular
and recurring telework arrangement. A telework agreement that outlines the terms and conditions (including IT
support) of the arrangement is required before the employee commences regular/recurring telework. Where approved,
the use of employee-owned computers and equipment for telework on an ad hoc basis is authorized. However, remote-
access software must not be loaded onto employee-owned computers for official purposes. All telework agreements
will address mandatory information assurance requirements and be approved by the DAA prior to implementation. Use
of resources to fund limited operating costs associated with communications (for example, Digital Subscriber Line
(DSL), cable modems, and analog dial-up lines) within an employee’s residence as an alternative worksite may be
determined by the local commander. (Telework resources are not intended for individuals who occasionally check e-
mail from their residences.)

p. Information access for handicapped Army employees. Public Laws 99-506, 100-542, and 105-220 require
computer and telecommunications systems to be accessible to Government employees with disabilities, their supervi-
sors, and others that need access to the employees. Information managers will make all reasonable efforts to
accommodate individuals with handicaps, consistent with these laws and AR 600-7. The Computer/Electronic Accom-
modations Program, 5111 Leesburg Pike, Suite 810, Falls Church, VA 22041-3206, provides assistive technology
accommodations and services to persons with disabilities at the DOD at no cost to individual activities. The Computer/
Electronic Accommodations Program operates a Technology Evaluation Center to match people with specific tech-
nologies. Funding is available to provide such things as interpreters, readers, personal assistants, telecommunications
devices for the deaf (TDD), telephone amplifiers, listening devices, closed captioned decoders, and visual signaling
devices for those with hearing problems. (See http://www.tricare.osd.mil/cap/ for more information.)

q. Electronic and information technology access for employees and members of the public with disabilities. P.L.
105-220 (Section 508) requires the government to provide disabled employees and members of the public with access
to information. Access for disabled persons must be comparable to the access available to nondisabled persons. The
law applies to all Army organizations when they develop, procure, maintain, or use electronic and information
technology. FElectronic and information technology includes equipment or interconnected systems or subsystems of
equipment that are used to create, convert, or duplicate data or information. Section 508 applies to computers and
networks, hardware, software, Web pages, and e-mail, as well as equipment used for transmitting, receiving, using, or
storing information such as fax machines, copiers and telephones. Review Web site www.section508.gov for further
information and training about the laws and regulations pertaining to Section 508 and how to support its
implementation.

r. Installation-level technical support and service.

(1) Every DOIM will establish an installation-level help desk. The help desk is the installation’s first level of
problem resolution and is the user’s primary POC for IT and networking problems. Help desks normally will determine
the type of reported system problem within defined response times outlined in a service agreement; report the status of
the problem; and maintain a historical database associated with problem resolution. It also will provide a central
repository for technical advice and solutions for networked systems, information processing accountability support,
hardware exchange, and repair service support.

(2) Since DOIMs cannot provide equal technical support (for example, troubleshooting and training for all COTS
hardware and software products), lists of supported products may be promulgated that restrict the scope of support to
the listed products. In establishing such lists and levels of support, installations will not restrict the use of the common
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infrastructure of any JTA-A-compliant information system. The lists will not be used as the justification for eliminat-
ing competition in contracting. Supported organizations and IT fielding organizations that rely on common network
capabilities may deviate from supported product lists on an exception basis only.

6~2. Computing services

a. Centralized IT contracts. The Army Small Computer Program Office (ASCPO) is the primary office for
establishing commercial IT contracts. ASCPO is endorsed by the ABIC to make purchasing more efficient through
volume buying, thereby simplifying and centralizing IT lifecycle management throughout the Army enterprise.

b. DOD-provided processing services. The use of DOD-provided centralized information processing services (for
example, DISA’s Defense Enterprise Computing Centers) are available to all military departments and Services on a
fee-for-service basis.

(1) The fee-for-service rates will be coordinated between the CIO/G—6 and the DOD providers for service provided
to Army activities. Army activities will be assisted by the CIO/G~6 in resolving issues with provision of, and funding
for, services from DOD providers.

(2) MACOMs, installations, and activities will obtain all IT services through the installation DOIM. (See DODI
4000.19 for procedures on service parameters and estimating annual fees.)

(3) Coordination is required with the supporting DOIM in the determination of requirements for centralized
processing services. Installation requirements will be integrated and coordinated with the DOD service provider on
behalf of all activities within their supported area.

¢. Other centralized or installation-level processing services. OMB and DOD consider any automated information
processing operation to be a data center. For purposes of consolidation or outsourcing, a service is a data center if it
has a standing staff of five or more full-time equivalent employees (computer operators, telecommunications special-
ists, administrative support staff) that perform one or more of the following functions: processes automated application
systems, affords time-sharing services to agency personnel, provides office automation and records management
services through a centralized processor, and/or provides network management support for agency-wide area networks.
A data center can consist of small, medium, or large-scale processors that require controlled environmental conditions.
Facilities (for example, functional offices) that merely support local file servers or desktop computers are not
categorized as agency data centers.

(1) In CONUS, Army facilities meeting the criteria of a data center will assess information processing alternatives
by conducting cost-benefit analysis studies per AR 5-20 to determine whether services should be consolidated,
outsourced to the private sector or another federal agency (for example, Defense Enterprise Computing Centers), or
retained within the agency. Significant change in mission or funds warrants conducting cost-benefit analysis studies.
Any agency planning to consolidate its in-house operations or outsource its information processing services will
provide the results of its analysis and planned milestones per AR 5-20, with advance coordination copy to CIO/G-6
ATTN: SAIS-IOM. Any agency requiring an exception to this policy will coordinate with CIO/G—6 through its
respective chain of command.

(2) OCONUS data centers will determine and implement their own JTA-A compliant architectures for any central-
ized processing services if DOD-provided services are not available or economical. TRADOC will determine the
organization of processing services in the table of organization and equipment (TOE) force.

(3) All data centers touching an Army network must complete Networthiness Certification.

d. Consolidation of servers. DOIMs on each post will consolidate servers for Army tenants residing on the post
within the installation data center or designated server farm locations. Tenants associated with other Army networks
that encompass multiple posts may remain within their networks until such time as Army migration efforts are
complete. Army tenants on each post will assist the DOIM in consolidating servers to locations specified by the DOIM.
Army Defense-funded activities, to include NAF activities, will consolidate their IT assets within their own server
farms. DOIMs will coordinate with the respective installation commander and Army tenants to develop the necessary
requisite memorandums of agreement and service-level agreements to provide the resources to support server consoli-
dation. After baselining, DOIMs must report status of server consolidations for all Army tenants to the Army CIO/G-6
for input into the SRS. Army activities not residing on an installation or under the direct support of a DOIM will
baseline and report status of their consolidation through the appropriate HQDA functional proponent to the Army CIO/
G-6. Data entry on consolidation reporting (server plan registration) is through the AKO Collaboration Web site.

e. Office automation. :

(1) Office equipment. Office equipment includes desktop personal computers, laptop computers, servers, notebook
computers, hand-held computers, and personal digital assistants. Peripheral devices include any device designed for use
with personal computers (PCs) to facilitate data input, output, storage, transfer, or support functions such as power,
security or diagnostics.

(2) System software. System software includes software required for PC operations (for example, operating systems).
PC office automation applications include word processing, spreadsheets, e-mail, task management, graphics, and
databases that do not require the greater computational power of special-purpose workstations.

(3) Enterprise software licenses.
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(a) The Defense Supplement to the Federal Acquisition Regulation (DFARS) subpart 208.74, requires DOD compo-
nents to purchase from the DOD inventory before buying the product from another source. When an activity requires a
COTS product, the supporting DOIM will determine if it is available under the DOD Enterprise Software Initiative
(ESI). Enterprise software agreements (ESA) negotiated with specific software publishers or their agents provide the
best available prices, terms and conditions. The DOD ESA is the DOD implementation of the Federal-wide SmartBUY
program.

(b) An enterprise license agreement (ELA) is a license that applies to the entire Army. The license is acquired and
the software distributed through a centrally managed process. An ELA is the single source for Army organizations to
obtain specified products. The ASCPO under the Program Executive Office Enterprise Information Systems is the
Amy’s exclusive source for all software through the ELAs.

(c) The DOIMs will coordinate their acquisition plans with the ASCPO concerning specific products prior to
entering into an agreement with any COTS vendors. If the existing ESA does not contain the desired terms and
conditions or prices, the DOIM must notify the ESA manager so that the manager may improve the existing ESA prior
to the DOIM’s executing any other agreement. The ASCPO is responsible for authorizing new ESA agreements and for
granting waivers for Army activities to acquire an ESI-managed COTS product from any other source. The ASCPO
Web site is http://pmscp.monmouth.army.mil. See also the DOD ESI homepage, which lists all ESI-managed software:
http://www.don-imit.navy.mil/esi/.

(4) Software control. Users will not install new software packages, software upgrades, free software, freeware,
shareware, and so on, without the authorization of their IAM, Configuration Management Board, Configuration Control
Board, and DAA. Unauthorized software may contain harmful viruses or defects, which can result in the loss of data or
system failure. Additionally, the use of such software may create configuration management problems, violate software
copyrights or licensing agreements, or cause other difficulties. (See para 5-5 for COTS software installation approvals.)

(5) Leasing IT assets. Requirements for leasing hardware and software will be handled using the same approval and
validation procedures as other acquisition strategies. Activities will use the total life-cycle leasing cost estimates in
determining the required level of approval. Requests for leases will be validated consistent with procedures for DOIM
validation of other acquisitions.

(6) Personal digital assistants (PDAs). The current range of PDAs includes devices and software, which can be as
simple as electronic “Rolodex” files or as complex as a palmtop computer with a full keyboard and the capability to
upload/download from workstations. PDAs with network or wireless interface capability will be managed and ac-
counted for as computers.

[ Purchase of energy-efficient computer equipment. All purchases of microcomputers, including personal computers,
monitors, and printers, will meet the Environmental Protection Agency Energy Star requirements for energy efficiency
per EO 12845.

g. Standard software applications. Army activities will minimize the proliferation of software applications that
provide similar sets of operational capabilities.

(1) Army activities will maximize the use of selected software applications across all forces. Selected application
standards will be recorded in the Army systems architecture. (See also para 6-2e, above, for COTS purchases.)

(2) C10/G-6 will identify to Army activities the common/standard Army software applications/modules that are
Army or OSD-approved. The CIO/G—6 will also identify selected joint standard systems, Service-specific responsibili-
ties for their development and sustainment, and, for Army-led systems, assign specific responsibilities to Army IT
materiel developers.

(3) All organizations that represent the users (for example, combat developers, HQDA staff elements) will consider
the emerging software applications’ potential for Army-wide use during the requirements definition and life-cycle
management phases for IT and will recommend the scope of standardized use to the requirement approval authority.
Requirement approval authorities will seek and exploit opportunities for standardizing the use of software applications
across all forces and recommend standardization opportunities to the CIO/G-6. The CIO/G—6 will coordinate with the
Army Staff (ARSTAF) and MACOMs before designating BASOPS software applications for standardized use.

(4) Software applications that satisfy substantially the same set of operational requirements as that of approved
standard applications will not be developed or acquired unless approved by the Army Systems Architect. Opportunities
to eliminate duplication of development and acquisition efforts will be a factor in decisions regarding software
applications. (See para 3-9 on the goal to reduce and webify applications.)

(5) COTS products or existing GOTS software applications will be preferred to funding new application develop-
ment. The suitability of COTS or GOTS applications for satisfying operational requirements will be evaluated prior to
initiating a development effort. Evaluation should include not only identification of COTS or GOTS products that can
satisfy DOD, Army, or system-specific requirements, but also an assessment of the likelihood that the product or
subsequent versions of the product will be available and supported throughout the life cycle of the system.

(6) Software applications will be reviewed at system milestone reviews. The review will be based on a business case
that considers information exchange requirements and cost effectiveness as viewed from an Army-wide, not individual
system, perspective. At a minimum, software applications will be designed to—

(a) Permit users to access shared data in a consistent standards-based approach, independent of specific vendors’ IT.
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(b) Be independent of vendor-specific data management and access schemes.

(c) Provide users with transparent access to nonlocal data.

(d) Permit use of data and information as Army-wide assets.

{7) Use standard data formats as approved for use by the DOD Net-Centric Data Management Program described in
chapter 4 of this regulation.

(8) Software components will be engineered for reuse in all applicable systems. Determination for software reuse
will be based on cost-benefit analysis from a total Army perspective. Software reuse and plans will be assessed at
program milestone reviews per AR 70-1.

(9) AR 700-142 and Networthiness Certification, per paragraph 6-3g, will apply when fielding software applica-
tions to multiple MACOMs for standardized use in TDA organizations. To implement total package fielding for
software applications, IT materiel developers and gaining organizations will—

(a) Field IT with 100 percent logistics support when prevailing conditions permit. IT materiel developers will
coordinate with the supporting DOIMs and ensure that all IT components (for example, communications, computer
platforms, system software) are fully supportable and interoperable.

(b) IT materiel developers and gaining MACOMSs/activities will develop and coordinate the materiel fielding plan
(MFP) for fielding and acceptance of the software application. If the fielding process is sufficiently complex, iterative
software fielding plans will be used to consolidate the resources required to successfully field new software versions.
Coordination must include the MACOMS’ senior IM officials. The MFP will be finalized prior to scheduling or
executing any fielding actions within a MACOM to permit coordination with gaining installations. Gaining MACOMs
will staff each iteration of the MFP with their gaining installations and must include the supporting DOIMs in the
coordination. MACOMSs will ensure each gaining installation is provided with the final MFP 6 months prior to the
receipt of the new system. NETCOM/9th ASC (ESTA) ensures systems being fielded comply with the Networthiness
process.

(c) MFPs will be developed per DA Pam 700-142, appendix F.

(10) Employees requiring IT support will be provided with the appropriate equipment to access required software
applications and data.

(11) IT materiel developers with responsibility for the development of a multi-MACOM software application will
initiate its postproduction software support (PPSS). IT materiel developers will plan, program, and budget for PPSS
until the transition of PPSS responsibilities to the designated life cycle software engineering center, software develop-
ment center, or central design activity is completed. The IT materiel developer will include planning for PPSS and its
estimated cost in milestone decision reviews or in-process reviews, as applicable.

(12) Software applications, whether combined with hardware or as separate end items, are subject to the same
procedures regarding modifications as other IT. Software applications that are approved for standardized use across
multiple MACOMs will have one configuration manager, assigned by AMC. MACOMs and other users will not
independently make changes to a software configuration item without approval from the software application’s
configuration control board. Source code for these applications will not be provided to users unless it is authorized by
the assigned software support activity and the functional proponent. The configuration manager will establish and
promulgate procedures that identify using organizations, track when usage by an organization ceases, and permit users
to make recommendations on required PPSS changes and enhancements. The Army Systems Architect must approve
the cancellation of PPSS for any software application approved for standardized use.

h. Collaboration tools suites standards.

(1) All Army activities (operational (tactical) and institutional) investing in or implementing collaborative tools will
procure only the products or services that comply with the JTA-A and established DOD collaboration interoperability
standards and that are identified on the approved products list maintained by DISA’s Collaboration Management Office
(CMO) and the Joint Interoperability Test Command (JITC). (The products list is available at http://jitc.fhu.disa.mil/
washops/jtcd/dets/index.html.) For the purpose of this regulation, collaboration capabilities include, but are not limited
to: voice and video conferencing; text, document, and application sharing; awareness and instant messaging; and
whiteboarding.

(2) CECOM is the Army focal point for technical matters and the Army interface with the DISA CMO to address
interoperability within Army systems. The Army CIO/G-6 will not support the development of new tools or the
sustainment of existing collaborative tools that do not meet the DOD standards.

(3) This policy will be considered for C4/IT resourcing reviews and recommendations for funding. Army activities
investing in collaborative tools should—

(a) Coordinate with the Enterprise Integration Directorate (SAIS-EI), Office of the CIO/G-6, to ensure that the
capability is not currently available or will not be available in the near future within the enterprise.

(b) Working through their DOIMs, utilize established DOD/Army ESA through the ASCPO whenever possible.
Available ESA can be accessed at the ASCPO Web site: http://pmscp.monmouth.army.mil.

i. Authorization and requisitioning. Automation equipment authorized in Common Table of Allowances (CTA)
50-909 and listed in Supply Bulletin (SB) 700-20, applicable modified table of organization and equipment (MTOE),
table of distribution and allowances (TDA), or other appropriate authorization documentation, may be requisitioned
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within authorized allowances without submission of any IT specific planning or acquisition documentation to HQDA.
MACOMs will determine the documentation requirements and coordination procedures for justifying purchase requests
that are within their approval authority. MACOMSs may delegate approval authority to subordinate commands, separate
reporting activities, and installations. DOIMs will determine the documentation requirements and coordination proce-
dures for justifying purchase requests within their installation’s approval authority. Such procedures will be applicable
to all Army tenants on the installation.

J. Property book accountability. Hardware will be accounted for using the appropriate supply regulations addressing
property book accountability. Software is treated as a durable item. Although software does not require property book
accountability, it will be controlled by the using organization’s IMO.

k. Redistribution and disposal of IT assets.

(1) The screening, redistribution, and disposal of IT equipment is completed through the Defense Reutilization and
Marketing System (DRMS). DRMS is the DOD-wide program for asset visibility, resource sharing, and asset
redistribution. The Defense Logistics Agency (DLA) is the executive agent of DRMS for DOD.

(2) The process for disposal of IT equipment is consistent with the process used for all other excess property. For
further guidance and clarification on the processes and communications flow for the disposal of excess IT equipment,
installation DOIMs should contact their installation property book officer for guidance on reutilization, transfer, and
donation programs for excess IT equipment or visit the DRMS Web site at http://www.drms.dla.mil. See also DRMS
Instruction 4160.14, Volume IV, and DOD 4160.21-M.

(3) DRMS supports EO 12999 through the DOD Computers for Learning Program.

(4) Per DOD policy, all hard drives of unclassified computer equipment leaving the custody of DOD must be
overwritten, degaussed, or destroyed in accordance with the associated security risk of the information contained within
the drive. DOIMs and/or property book officers will ensure that hard drives are disposed of using the methods and
procedures prescribed in the June 4, 2001, DOD memorandum, “Disposition of Unclassified DOD Computer Hard
Drives,” (http://www.drms.dla.mil/turn-in/asdhddispmemo060401.pdf) or subsequent directive.

L. Proprietary software copyright protection. Users must agree to abide by the provisions of any license agreement
before using the software. The user must protect proprietary software from unauthorized use, abuse, or duplication.
Unless authorized by the copyright owner, the Army may copy proprietary software only for limited purposes (such as
an archival copy) under the provisions of 17 USC 117.( Also see paragraph 7-8.) Army’s private-sector service
providers are also subject to software copyright laws and may be required to provide written assurances of compliance.

m. Life-cycle depreciation. In planning life-cycle requirements and calculating economic benefits of automation IT,
3 years from the initial date of installation will be used as the metric for obsolescence of common-use IT. Serviceabili-
ty, maintainability, and utility will also be used as factors to consider in specific life-cycle replacement decisions. This
metric may vary according to mission requirements. System planning should include provisions for product upgrades
during the projected life span to cover potential obsolescence, lack of vendor support, support of information assurance
and requirements, and incorporation of alternative products or technologies when such changes are justifiable and cost-
effective.

n. Computing services networthiness. All computing software, equipment, and devices connected to the network
must achieve Networthiness Certification (see para 6-3g).

6-3. Network operations (NETOPS)

NETOPS is defined as the operation and management of the AEIL. This includes the organizations, procedures, and
technologies required to monitor, manage, coordinate, and control the AEI as the Army portion of the GIG. NETCOM
is responsible for the operation and management of enterprise-level IT assets throughout the Army. NETCOM provides
the technical guidance to the DOIM for all C4/IT services and applications. NETCOM will also obtain CIO/G—6
approval for and execute the Army NETOPS concept of operations.

a. Baseline service levels. Common services and applications are provided in accordance with baseline service levels
approved by the CIO/G-6 and funded by ACSIM.

b. Network management. Network management includes systems and application management and consists of fault
configuration, accounting, performance, and security management. Network management incorporates all support
functions associated with providing customer access to the installation classified and unclassified data, voice, and video
network(s) and connection to remote sites, DOD enterprise networks, and the Internet. The DOIM is responsible for
operations and management of the installation’s infostructure.

c. Inter-installation and regional networks. NETCOM will work closely with DISA in the management of networks
external to the installation that enable installations to communicate. The DOIMs will coordinate directly with DISA or
through the RCIOs and NETCOM regarding DISA’s hardware and software components that affect their supported
organizations.

d. Installation network management. Installation DOIM network management includes planning for appropriate
network hardware and software technology upgrades and replacements to ensure customer demands are met. Baseline
services will be implemented under an SLA. ISAs will be implemented for non-Army tenants to define network
management roles, responsibilities, and authorities.
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e. Local area network (LAN) administration. The DOIM will perform some or all of the following functions:
configuration management, fault isolation, minor engineering, information protection operations, performance manage-
ment, accounting management, network planning, training, and customer support of common user network resources.
Network administrative tasks may include: file server management; metering and virus-scanning software management;
server backup; contingency planning and disaster recovery for managed LANs; and providing technical assistance to
functional systems administrators and staff who provide support from their servers to their end-user workstations.

J- NETCOM responsibilities. NETCOM responsibilities for Army network operations are below:

(1) Selects, integrates, manages, and deploys standardized NETOPS management capabilities to all Army network
operations and security centers.

(2) Develops, implements, and enforces Enterprise Systems Management (ESM) processes and activities.

(3) Provides operational guidance and functional staff oversight for ESM operations to NETCOM/9th ASC units and
regional organizations.

(4) Provides technical and operational oversight of the Army’s infostructure.

(5) Manages the Common Access Card (CAC)/PKI for the Army enterprise.

(6) Provides Army with near real-time network common operating picture of critical networks and systems.

(7) ldentifies requirements and definitions for asset and resource management to include property accountability of
logical property used in the operation and maintenance of the infostructure.

(8) Performs C4/IT service management in support of the Army. These duties include—

(a) Develop C4/IT service requirements.

(b) Manage baseline services.

(¢) Provide information assurance support to—

Protection of the NETOPS domains, configuration management, and enabling technologies.
IT security certification and accreditation.

Technical insertion relating to the AEL

Certification of Networthiness and Certificate to Operate processes.

Architecture Systems and Design Reviews.

Vendor selection.

. Enterprise recapitalization.

(d) Provide security support to—

1. Review C4 IM service contracts impacting enterprise-level operations and management.

2. Onsite security inspections and staff assistance visits as required.

3. Development of classification guides for enterprise-wide application.

g. Networthiness Certification. The Networthiness Certification Program manages the specific risks associated with
the fielding of information systems and supporting efforts, requires formal certification throughout the life cycle of all
information systems that use the infostructure, and sustains the health of the AEIL Networthiness Certification is
concerned with the identification, measurement, control, and minimization of security risks in IT systems to a level
commensurate with the value of the assets protected. Networthiness Certification applies to all organizations fielding,
using, or managing information systems on the AEL

(1) The CIO/G-6 is responsible for—

(a) Policy and oversight of the Army Networthiness Certification Program.

(b) Monitoring, reviewing, and assessing the progressions of related acquisition processes.

(2) NETCOM/9th ASC serves as the certification authority to validate from a location-centric view that the resulting
infostructure can support the information system, that there are no negative impacts to other systems from the
information system, that the information system does not introduce any security vulnerabilities, and that the AIS can be
managed and maintained. The validation ensures that—

(a) IT systems are documented and validated for meeting supportability, security, compatibility, integration,
manageability, and interoperability requirements.

(b) System infrastructure and interfaces are identified, coordinated, approved, and implemented.

(c) Appropriate architecture and systems design are incorporated into the overall networthiness process. New
systems or their capabilities will not adversely impact the AEL

(3) The functional representative must submit a request for Networthiness through the appropriate chain of com-
mand to NETCOM. Developers must obtain Networthiness Certification for all information systems and supporting
elements. (See AKO/CIO/G-6 Collaboration Web site for current information and procedures.)

N R W~

6-4. Telecommunications systems and services

Telecommunications provides the ability to gather and disseminate information through the transmission, emission, and
reception of information of any nature by audio, visual, electro-optical, or electromagnetic systems. This section
pertains to telecommunications systems and services, to include data networks, telephones (including cellular), pagers,
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radios, satellites, fascimile (fax) machines, video teleconferencing, cable television, and others. These services provide
the warfighter and sustaining base the telecommunications technology needed to achieve their operational objectives.
Long-haul telecommunications are covered in paragraph 6-35.

a. Telephone systems and networks. Telephone support is provided through a combination of common-user and
dedicated networks.

(1) Defense Switched Network (DSN). DSN is the official DOD switched voice network and is the preferred
telecommunications means for C2 users. However, if DSN cannot be used in a timely manner, or if the person being
called does not have DSN service, other long-distance services may be used. The CJCSI 6215.01 provides the policies
for DSN on- and off-net calling.

(2) Federal Telecommunications System (FTS). FTS will be used for non-C2 administrative voice services. FTS
services will be used for commercial access unless other commercial voice services can be accessed without the
expenditure of appropriated funds to increase the number or type of existing commercial circuits. NETCOM is the
Army’s responsible official for FTS service contracts. All requirements for FTS will be submitted to NETCOM for
service provisioning.

(3) Telecommunications services in the National Capital Region. Washington Interagency Telecommunications
Services provides centralized administrative telecommunications service for DOD in the NCR per DODD 4640.7 and
DODI 5335.1, thus eliminating the necessity for each component to establish, operate, and maintain duplicative
facilities. Tactical and special intelligence telecommunications are exempted from this policy.

b. Classes of telephone service. A DOD criterion classifies telephone service in military departments. Army
telephones served by Government-owned or commercial telephone systems are classified as official (classes A, C, and
D) or unofficial (class B) per DFAS-IN Regulation 37-1, chapter 13. The class of service code counsists of two
alphanumeric characters. The first character indicates if the line is for official or unofficial use. The second character
indicates the billing category. Classes of official telephone service are—

(1) Class A. Class A telephone lines accessing central offices, toll trunks (local, FTS, international), DSN, and
Government telephone systems/services (that is, voice mail). Class A official telephone service will normally be
subdivided as follows:

(a) Class Al. Provides access to all on-post telephone numbers and direct dial access to international, FTS, DSN
(routine and, if available, precedent,) and local off-post trunks only. Access to precedent DSN trunks must be fully
justified and command approved.

(b) Class A2. Provides access to all on-post telephone numbers and direct dial access to FTS, routine DSN, and
local off-post trunks only.

(c) Class A3. Provides access to all on-post telephone numbers and direct dial access to routine DSN and local off-
post trunks only.

(d) Class A4. Provides access to all on-post telephone numbers and direct dial access to local off-post trunks only.

(2) Class C. Class C official telephone service is normally not subdivided. Class C telephone lines are for
transacting official Government business on Army installations. This service does not provide direct-dial access to off-
base trunk lines (toll trunks, FTS or commercial, international or DSN). These lines can receive calls from off base and
have dialing access to the switchboard operator.

(3) Class D. Class D official lines for official Government business. DOIMs will restrict the use of these lines to
special services such as fire, security, and other special services/alarms. This service will normally be subdivided as
follows:

(a) Class DI. Fire alarm service.

(b) Class D2. Security alarms and camera circuits.

(c¢) Class D3. Other special services/alarms (data circuits, energy management circuits, special circuits, and so on).

(4) Class B (unofficial telephone service). The subscriber pays all charges associated with this service according to
10 USC 2686, DOD criteria, and this regulation. Class B service is provided only when an installation cannot
reasonably obtain commercial service for its unofficial needs. Class B subscribers can access commercial telephone
central offices and toll trunks (except where restricted). Class B service does not have direct in-dial or out-dial access
to DSN and other Government private line services. Class B service has the following categories:

(a) Class Bl. Telephone lines in Government-owned and Government-leased quarters for family or personal use
including telephone lines in visiting officers’ quarters, family housing, and hospital suites.

(b) Class B2. Telephone lines at a military location for activities such as public schools, American Red Cross
(ARC), motion picture services, exchanges, credit unions, Boy Scouts, Girl Scouts, nurseries, thrift shops, commercial
contractors, concessionaires, and other businesses operating on behalf of DOD if on or near a DOD installation.

¢. Requesting telephone and telephone-related service.

(1) DOIMs will submit all BASECOM service requests to NETCOM/9th ASC. NETCOM/9th ASC will obtain all
BASECOM services—such as local central office trunks, commercial business lines, Foreign Exchange (FX) trunks/
lines, cellular telephones, pagers, and wireless devices—via consolidated local service contracts that are competed
among interested service providers. NETCOM/9th ASC will satisfy requirements through contract/awards. If the
existing consolidated contract cannot be used to satisfy the requirement, NETCOM/9th ASC will competitively award a
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new contract to satisfy the requirement. NETCOM/9th ASC will determine whether an existing consolidated contract
will be modified or a new contract will be required to fulfill service requirements.

(2) DOIMs will submit a DD Form 1367 (Commercial Communication Work Order) against an existing consoli-
dated contract when acquiring telecommunications services for the installation. DOIM ordering officers, appointed by
the NETCOM contracting officer, are authorized to place orders up to the dollar limit defined in their appointment
orders. DOIMs will submit all orders over the DOIM ordering officer’s threshold to the NETCOM/9th ASC contracting
officer.

(3) DOIMs will obtain operation and maintenance (O&M) for installation telephone plants through NETCOM/9th
ASC.

d. Long distance calling.

(1) Callers will place long-distance telephone calls directly, without assistance from the post switchboard operator
(that is, direct dial capability), when telephone switching systems have either a call detail reporting capability or an
automatic telephone number call data identification system.

(2) The NETCOM subordinate command/regional RCIO will ensure that callers at Army installations without either
a call detail reporting capability or an automatic identification system will use a standardized control and accounting
system with report capability to manage use of official telephone service.

(3) Installation switches will be programmed for least-cost routing of official telephone calls to ensure calls are
placed over the most economic route.

(4) DSN (see para 6—4a(1), above).

(5) FTS (see para 6-4a(2), above).

(6) The installation commander will determine the local policy for handling incoming official collect calls.

e. Verification of bills and payment for telephone services.

(1) Verifying bills. Federal statutes require the SECARMY or designee to certify long-distance telephone calls as
official before paying for them. The purpose of verification is to collect payment from those making unofficial calls.
Per the Decision of the U.S. Comptroller General B-217996, 65 Comptroller General 19 (October 21, 1985), DOIMs
need not verify every call. Other procedures, such as statistical sampling or historical data, may be used to satisfy the
statutory requirements if they provide a high degree of reliability or certainty that certified calls were official. The
DOIM will establish local verification procedures for use when necessary to certify bills or categories of bills as
official (for example, repetitive one-time service bills for installation, removal, or relocation of instruments).

(2) FTS verification. The DOIM will use a judgment sampling to verify bills for FTS. The DOIM will credit the
amount collected to the account that originally paid the bill. The GSA is the Government’s contracting agency for FTS.

(3) Billing and payment. The telephone control officer or other designated official will review telephone billing and
usage (to include phone cards) monthly. Federal agencies must pay interest or late charges if they do not make
payments by due dates. The receiving unit (addressees) must date-stamp all telephone bills immediately upon receipt.
The DOIM will use the date-stamp to determine the payment due date when an invoice or contract does not show a due
date.

(4) Accountability procedures. DOIMs will establish and maintain accountability procedures for telephone calling
cards.

f Use of calling cards (includes prepaid and postpaid cards) and Government Emergency Telecommunication
Services (GETS) cards.

(1) Installation commanders will approve the acquisition and use of telephone calling cards.

(2) Telephone calling cardholders must sign a local certification that acknowledges receipt of the telephone calling
card and wamns against loss and fraudulent and unofficial use.

(3) Individuals who misuse telephone calling cards are subject to disciplinary action.

g. Official telecommunications services in personal quarters. Official voice (telephone), data (SIPRNET/NIPRNET),
and video service is authorized for key personnel whose position requires immediate response and/or has a direct
bearing on the timely execution of critical actions. Key personnel will be designated based on functional position and
mission impact. Official service installed in quarters of key personnel will meet, as a minimum, the following
conditions and arrangements:

(1) Official service will not have direct dial access to the local commercial exchange system.

(2) Direct dial access to the DSN and Defense Telephone System (DTS) is permitted. Official service in personal
quarters will be class marked for DSN and local on-post service only. All other services will be provided through the
on-post switchboard operator (that is, FTS and commercial telephone exchange service will be through the local
installation switchboard operator) or a local command operations center.

(3) Service will be restricted to the conduct of official Government business for C2 or tactical purposes.

(4) Personnel selected for official telecommunications service in their on-post quarters must provide, at their own
expense, any of these services for the conduct of personal, unofficial business. This separate service will be from the
local commercial exchange or the Government-furnished exchange, if authorized for local use.

(5) The use of multiline instruments or electronic key systems to terminate official and unofficial lines in approved

AR 25-1 « 15 July 2005 37



on-post quarters is authorized. Government-owned voice, data, and video systems should be used when it provides the
lowest cost to the Government. In calculating lowest cost, consider the costs of reworking cable, removing and
replacing instruments or key systems, purchasing instruments or key systems, and so on, for current and future

(6) Access to classified network will be by exception only and approved on a case-by-case basis.

h. Secure wired and wireless communications equipment. This term encompasses all of the devices used to secure
telephone communications, to include, but not limited to: secure telephone unit (STU), secure telephone equipment
(STE), secure cellular, and secure wireline terminals.

(1) Secure phones are critical to most agencies and units and should be used as needed to assure voice and data
communications security. Secure wireless devices will communicate securely with any device that is Future Narrow-
band Digital Terminal-compatible, such as the secure wireline terminals and upgraded STU IIIs and STE. These secure
devices may only be used for classified conversations or transmissions when the devices are loaded with an NSA-
approved Type 1 key and only to the level designated by that key.

(2) Secured wired and wireless devices can be used with standard telephone equipment, International Maritime
Satellites (Inmarsat), PCs, and unclassified fax machines to provide security that is not present in those unsecured
devices. Only NSA-approved secure wired and wireless devices will be used to encrypt data from portable computers
when operating on any telephone network.

(3) Secured wired and wireless devices are unclassified controlled cryptographic items without the PIN/crypto
ignition key (CIK) loaded or in place; however, with the PIN/CIK in place, the devices assume the level of the key and
may not be left in unattended environments except for specific circumstances allowed by AR 380-40 (that is, approved
vaults and SCIFs).

(4) When talking at a classified/sensitive level, personnel must be aware of the environmental conditions, including
the proximity of uncleared individuals. The cognizant security authority should implement a common-sense approach
to acoustic security concerns. Introduction of the secured wireless/wired devices into an area should not change those
requirements normally implemented in areas conducting classified or sensitive unclassified operations.

i. Automated service attendant. RCIOs may establish and provide installation operator services either on a local
installation basis or a centralized/regional basis. The types of services provided will be determined by each RCIO.

J. Telephone service charges. Charges for installation telephone services will be used to determine charges for
telephones services provided from Government-owned or commercially leased telephone systems.

k. Authorized telecommunications devices. Telecommunications services authorized for specific installation activities
are identified in appendix B.

I. Pay per use and unofficial telephones. Pay per use telephone service (coinless and coinbox) and other unofficial
telecommunications are MWR. functions. NAF procedures will be used. Contractor fee payments per these contracts
will be paid to the NAFIL. The AAFES is the sole activity authorized to contract for pay telephone and other unofficial
telecommunications requirements (for example, barracks telephone, cellular telephone). Any requirements for such
unofficial telecommunications services will be referred through command channels to Headquarters (HQ), AAFES, for
appropriate contracting action. Contractor fee payments to AAFES are shared through the Army MWR Fund with local
installation MWR funds. Other unofficial telecommunications initiatives are separately pursued by MWR and AAFES
in accordance with their respective areas of responsibility.

m. E-mail. Broadly defined, e-mail includes COTS e-mail systems and Web mail.

(1) Army activities will use electronic means for coordination on a worldwide scale, as required, to efficiently
execute mission requirements. '

(2) Only Government-provided e-mail services (as designated by the local DOIM) are permitted. Commercial e-mail
services are prohibited for Army business communications. Automatically forwarding from an official Government
account to an unofficial (commercial service) is prohibited. The Chief Technology Officer and DOIMs will ensure that
the “auto-forward” default settings on AKO Web mail and e-mail are modified to preclude individuals from automati-
cally forwarding their e-mail messages to commercial (private) addresses. There is no prohibition for manually
forwarding e-mail messages, one at a time, after opening and reading the content to ensure that the information is not
sensitive or classified.

(3) DOD PKI will be used to digitally sign messages that are created and sent from any DA e-mail system other
than the Defense Message System (DMS).

(a) The CAC is the DOD primary token for PKI cryptographic keys and their corresponding certificates.

(b) A DOD PKI encryption certificate may be used to encrypt sensitive information for transmission via e-mail. To
minimize use of bandwidth, encryption should only be used to send—

1. Information that is required to be protected by the Privacy Act (5 USC 552a).

2. Information considered as “For Official Use Only” (FOUO).

3. Information protected under HIPAA. (See also para 2-22¢ and References.)

4. Sensitive information (as defined in the glossary).

(4) Soldiers, civilians, and contractors who are authorized e-mail accounts are required to also have AKO Web mail.
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To register, log on to https://www.us.army.mil. Foliow the instructions under “I’'m A New User.” SIPRNET users must
also have AKO-S accounts. Army e-mail users will use their AKO “Web” mail address for all official business
transactions and as their permanent e-mail address within all Army business processes or systems (that is, personnel,
medical, payroll, legal, and other systems, and so on).

(5) Only AKO and other Government-provided COTS Web mail services (as designated by the local DOIM) are
permitted. All other commercial Web mail services are prohibited for Army business communications.

(6) DOIMs are required to develop local procedures on bandwidth usage and encourage processes to reduce
bandwidth demand. The amount and type of control on bandwidth usage will depend upon the organization’s mission.

(7) When using AKO Web mail, the following bandwidth restrictions are in effect:

(a) Only mission-essential attachments will be transmitted. Users must limit individual Web mail message transmis-
sions (including attachments) to 20 megabytes. Users are encouraged to use file comptession when sending large file
attachments to multiple addressees via e-mail, especially when file attachments exceed 5 megabytes.

(b) When internally staffing documents within an organization, place the documents on shared drives or on
organizational intranets instead of attaching the documents to Web mail.

(¢) When sharing documents external to an organization, place documents that exceed 20 megabytes, in the
aggregate, on a Web server and provide the uniform resource locator (URL) where the documents are located. DOIMs/
IMOs will inform users that posting documents to a Web site is preferable to distributing documents by e-mail to a
large number of people. Activities will use AKO and AKO-S portals as the primary tools for collaboration. Web site
maintainers will install access-control mechanisms, as required. (See para 6-4n, below, for prohibitions on posting
specific information on public Web sites.)

(8) Local e-mail procedures will provide for implementation of sound e-mail account management consistent with
guidance in this regulation and other Army security guidance. RCIOs/DOIMs will establish local procedures to ensure
that—

(a) System administrators are assigned and trained.

(b) System administrators establish office accounts to receive organizational correspondence. Office POCs will
manage the office’s organizational e-mail accounts and will minimize the number of users sharing the passwords for
office accounts.

(c) Accounts are assigned only to individuals authorized to use Army-operated IT systems.

(d) Passwords are protected and stored to the same level of protection as the most sensitive data in the system.

(e) Inactive accounts are terminated after a specified period of time (for example, 30 days) if no longer needed.

(/) Addresses are correctly formatted and registered with central directories as required for efficient operations.

(9) Army e-mail users will observe JTA-A standards in attaching files to e-mail notes for inter-installation/activity
transmission. JTA-A selects specific file formats for the interchange of common document types such as text
documents, presentation graphics, spreadsheets, and databases.

(10) Army policies for records management apply to e-mail traffic. Designated records managers, records coordina-
tors, and records custodians will monitor the application of records management procedures to e-mail records per
chapter 8 of this regulation and AR 25-400-2.

(11) Refer to paragraph 6-5f for policy on the DMS.

n. Internet (World Wide Web (WWW)), intranets, and extranets. Official Army Web sites may exist on any of the
above forms of “nets.” The use of these net communications can support execution of Army missions through
information sharing and save resources currently expended on traditional means of communication. Users are encour-
aged to make it their preferred and routine choice to access, develop, and exchange information. Army Web sites must
be in compliance with the DOD Web site administration policy located at http://www.defenselink.mil/webmasters/ or
contained within subsequent DOD directives. The following Army policies also apply:

(1) Access to all forms of nets is authorized according to the controls applied by the Web site owners.

(2) AKO (www.us.army.mil) is the enterprise portal for Army unclassified intranets and the NIPRNET. AKO is the
single Army portal for authenticating users to gain access to Army systems and Web servers. Existing Army portals or
Web servers with authentication services will migrate authentication support to AKO unless waived by CIO/G~6. The
AXKO-S is the enterprise portal for classified intranets and the SIPRNET. The use of AKO and AKO-S enables optimal
sharing of Army information and knowledge resources across the entire Army enterprise. Army activities will
maximize their use of AKO resources, features, and tools in order to reduce the need for installation and MACOM
investment in the same types of IT resources.

(a) Army Web-enabled business applications are required to be linked to the AKO portal. Initial minimum standard
to link applications to AKO is a URL link on the Army portal. The objective standard to link applications to AKO is to
use the AKO directory services for authentication as well as a URL link on the Army portal.

(b) Proponents are required to establish the appropriate mechanisms to protect sensitive information from being
accessed by unauthorized individuals. AKO is responsible for generating user IDs and accounts, performing authentica-
tion via secure Lightweight Directory Access Protocol (LDAP) directory services, publishing updates to the technical
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mechanism used for direciory services, and incorporating appropriate security measures. All applications, Web sites,
and messaging services will use the AKO LDAP to authenticate users unless the CIO has granted a waiver.

(c) For organizational space on the AKO portal, organizations will assign a community page administrator for their
primary community presence, and, where needed, assign additional administrators or other personnel to manage the
content on the Knowledge Collaboration Center.

(3) NETCOM/9th ASC manages the “.army.mil” Web site assignment of subdomains requested by other Army
organizations, NETCOM/9th ASC promulgates procedures for Army subdomain managers, to include assignment,
formatting, and any centralized registration of addresses for servers, gateways, organizations, and individual users.

(4) Because the Internet is a public forum, Army organizations will ensure that the commander, the public affairs
officer (PAO), and other appropriate designee(s) (for example, command counsel, force protection, intelligence, and so
on) have properly cleared information posted to the WWW or to the AKO in areas accessible to all account types.
Possible risks must be judged and weighed against potential benefits prior to posting any Army information on the
WWW. (See also para 5-10.) The designated reviewer(s) will conduct routine reviews of Web sites on a quarterly basis
to ensure that each Web site is in compliance with the policies herein and that the content remains relevant and
appropriate. The minimum review will include all of the Web site management control checklist items at appendix C,
paragraph C—4. Information contained on publicly accessible Web sites is subject to the policies and clearance
procedures prescribed in AR 360-1, chapter 5, for the release of information to the public. In addition, Army
organizations using the WWW will not make the following types of information available on publicly accessible Web
sites:

(a) Classified and restricted or limited distribution information.

(b) FOUO information.

(c) Unclassified information that requires special handling (for example, Encrypt For Transmission Only, Limited
Distribution, and scientific and technical information protected under the Technology Transfer Laws).

(d) Sensitive information such as proprietary information, predecisional documents, and information that must be
protected under legal conditions such as the Privacy Act.

(e) FOIA-exempt information. Lists of names and other personally identifying information of personnel assigned
within a particular component, unit, organization, or office in the DA are prohibited on the WWW. Discretionary
release of names and duty information of personnel who frequently interact with the public by nature of their positions
and duties—such as general officers and senior executives, PAOs, or other personnel designated as official command
spokespersons—is permitted.

() Documents or information protected by a copyright.

(g) Draft publications (see also para 9-2.)

(5) The Army CIO/G—6 will provide policies, procedures, and format conventions for Web sites and will promulgate
such guidance in this regulation and on the Army Web site at http://www.army.mil/webmasters/.

(6) Army organizations will assign a Web master/maintainer for each of their Web sites. Army organizations will
provide their Web masters/maintainers sufficient resources and training. Web masters/maintainers will have technical
control over updating the site’s content and will ensure the site conforms to Defense- and Army-wide policies and
conventions.

(7) Organizations maintaining publicly accessible Web sites must:

(a) Register the fully qualified domain name, (for example, http://www.us.army.mil or http://www.apd.army mil) for
Army sites with the GILS at http:/sites.defenselink.mil/ and update the contact information annually. (GILS is used to
identify public information resources throughout the U.S. Federal Government.)

(b) Ensure that Web servers are IAVA compliant and are placed behind a reverse proxy server or implement an
alternative security procedure.

(8) Organizations requiring private Web sites (for example, intranets, extranets) must register them with the
NETCOM/9th ASC Theater Network Operations and Security Center (TNOSC) and assure that the secure sockets layer
(SSL) is enabled and that PKI encryption certificates are loaded. Use of Internet protocol restriction by itself is
insufficient; such sites will be considered publicly accessible rather than private. PKI Web server certificates may be
obtained from the NETCOM/9th ASC TNOSC.

(a) All Web applications will use AKO LDAP to authenticate clients, unless waived by NETCOM/9th ASC.

(b) All unclassified, private Army Web servers will be enabled to use DOD PKI certificates for server authentication
and client/server authentication. The following type of Web server is exempt from this mandate: any unclassified Army
Web server providing nonsensitive, publicly releasable information resources categorized as a private Web server only
because it limits access to a particular audience only for the purpose of preserving copyright protection of the contained
information sources, facilitating its own development, or restricting access to link(s) to limited access site(s) (and not
the information resources).

(9) To ensure ease of access, public Web sites that collect sensitive but unclassified information from the general
public as part of their assigned mission are authorized to use approved commercially available certificates to provide
SSL services. Select from the trusted and validated products lists on DISA’s Web site (http:/iase.disa.mil/common/
index.html).
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(10) Every Army organization that maintains a Web site must observe Federal, Defense, and Army policies for
protecting personal privacy on official Army Web sites and must establish a process for webmasters/maintainers to
routinely screen their Web sites to ensure compliance. At a minimum, Web sites must comply with the following Web
privacy rules:

(a) Web masters/maintainers will display a privacy and security notice in a prominent location on at least the first
page of all major sections of each Web site.

(b) Each privacy and security notice must clearly and concisely inform visitors to the site what information the
activity collects about individuals, why it is collected, and how it will be used. For an example, see the Defenselink
(official Web site of the Department of Defense: http://www.defenselink.mil). For management purposes, statistical
summary information or other nonuser identifying information may be gathered for the purposes of assessing useful-
ness of information, determining technical design specifications, and identifying system performance or problem areas.

(c) Persistent “cookies” that track users over time and across different Web sites to collect personal information are
prohibited on public Web sites. The use of any other automated means to collect personally identifying information on
public Web sites without the express permission of the user is prohibited. Requests for exceptions must be forwarded
to the Army CIO/G-6.

(d) Third party cookies will be purged from public Web sites.

(11) All Army private (nonpublicly accessible) Web sites must be located on a “.mil” domain.

(12) Web masters/maintainers will provide a redirect page when the URL of the Web site is changed.

(13) Army organizations maintaining Web sites are required to achieve Web site compliance with the provisions of
Section 508 of the Rehabilitation Act Amendments of 1998 (29 USC 794d). Web sites must be equally accessible to
disabled and nondisabled Federal employees and members of the public. Guidance on Section 508 standards concern-
ing Web-based, Intranet, and Internet information and applications is located at http://www.access-board.gov/sec508/
508standards.htm. Exceptions should be referred to the Staff Judge Advocate for legal review. (See also paras 6—1p and
g on information access.)

(14) Internet Web sites published and sponsored by Army commands but hosted on commercial servers (servers
other than “army.mil”) are considered official sites and are subject to this policy.

(15) Army commands and activities will establish objective and supportable criteria or guidelines for the selection
and maintenance of links to external Web sites. Guidelines should consider the information needs of personnel and
their families, mission-related needs, and public communications and community relations objectives. No compensation
of any kind may be accepted in exchange for a link placed on an organization’s publicly accessible official Army Web
site. Listings of Web links on Army Web pages must separate external Web links from Government and military links.
When external links to non-Government Web sites are included, the following disclaimer must appear on the page(s)
listing external links or through an intermediate “exit notice” page: “The appearance of external hyperlinks does not
constitute endorsement by the U.S. Army of this Web site or the information, products, or services contained therein.
For other than authorized activities such as military exchanges and MWR sites, the U.S. Army does not exercise any
editorial control over the information you may find at these locations. Such links are provided consistent with the
stated purpose of this Web site.”

(16) Internet Web site owners notified by the AWRAC of a violation will close the Web site or link until
corrections have been completed. (See para 5-11 for additional information.)

o. Internet service providers (ISPs). The only authorized access from Army computers, systems, and networks to the
Internet is through a DISN-controlled and monitored connection or a NETCOM-controlled and monitored gateway with
an exception to policy. Exceptional situations may exist where Army organizations connected to the NIPRNET may
also require direct connection to the Internet, for example, through an ISP. These exceptional situations must be
protected per DOD security requirements. The organization must submit a waiver request for validation by the DOIM
through chain of command to HQDA, CIO/G-6, which then transmits the waiver request to the DISN Security
Accreditation Working Group (DSAWG) for final approval. The DSAWG represents the DISN DAA and is the DOD
approval authority. (See Web site http://iase.disa.mil/dsawg/ for additional information.)

(1) Army organizations may acquire commercial Internet service (for example, to provide e-mail service and Web
access) for users that do not or cannot have access through an Army, DOD, or other Government gateway. However,
these organizations will not have any NIPRNET connectivity. DOIM validation is required before any official access
services can be obtained from an ISP. DOIMs will ensure the proposed network architecture complies with security
requirements and makes efficient use of available bandwidth. These “stand-alone” ISP connections must adhere to the
HQDA and 